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October 20, 2006
Honorable Members of the FSM Congress
His Excellency Joseph J. Urusemal, President
Federated States of Micronesia
Palikir, Pohnpei FM 96941
RE: Inspection of the FSM Embassy in Washington D.C.
We have completed our review of the FSM Embassy in Washington D.C. for fiscal years 2003,
2004, 2005 and the first three quarters of 2006. Our objectives were to determine whether FSM
laws and regulations were complied with regarding 1) financial transactions, 2) the acquisition
and use of a loan, 2) a renovation contract and 3) passport controls. We conducted our review in
accordance with the Quality Standards for Inspections issued by the U.S. President’s Council on
Integrity and Efficiency and the Executive Council on Integrity and Efficiency.
Regarding the financial transactions, we found that most of the Embassy’s expenditures were for
direct operating costs, but expenditures lacked adequate documentation. The Embassy and
Department of Finance & Administration (DOF&A) did not comply with FSM regulations and
prudent business practices and we identified areas for possible cost savings. Regarding the
Embassy’s loan, we found that the Embassy and DOF&A did not follow FSM laws and
regulations and that the loan proceeds were commingled in the operating account with all other
sources of funds. Regarding the Embassy’s renovation, we found that the Embassy did not
comply with FSM laws and regulations or with the terms and conditions of the contract. Further,
the Embassy overspent by $14,799 on the $200,000 allotted for the renovation work and the
DOF&A has not properly recorded the renovation costs. Finally, regarding the handling of
passports, we found that the Division of Immigration & Labor and the Embassy did not comply
with FSM laws and regulations and did not adequately safeguard FSM passports.
In summary, we found that the Embassy did not comply with many FSM laws and regulations
and that the corresponding FSM Departments in Palikir did not ensure compliance. The findings
and recommendations are described in greater detail in the attachment to this letter.
Respectfully yours,

Haser Hainrick
National Public Auditor
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BACKGROUND
The FSM National Government has maintained an FSM Embassy in Washington D.C.
(Embassy) since 1979 when the FSM Constitution was approved and ratified.
The functions and responsibilities of the Embassy are set forth in FSM Public Law 2-4, as
amended. The Embassy represents the FSM Government before the U.S. Congress, departments
and agencies of the U.S. Federal Government, other organizations, public and private, on all
matters pertaining to the FSM. The Embassy assists public officials from the FSM, provides
consular assistance to FSM citizens in the U.S., disseminates general information about the FSM,
and promotes business opportunities in the FSM to domestic and international business
organizations. Finally, the Embassy promotes and carries out the programs and policies of the
FSM National Government as they are duly authorized.
The FSM laws and regulations govern all activities of the Embassy. The mode of operations is
further guided by the Executive Branch’s Manual of Administration, Presidential Orders and
Directives, Secretarial Orders and Directives, the Embassy’s own Manual of Administration
signed by the President and the Embassy’s Policy Memoranda signed by the Ambassador.
Table 1 below lists the funds provided to the Embassy by the FSM National Government by
budget line item.
Table 1 Schedule of Funding for the FSM Embassy in Washington D.C.
For Fiscal Years 2003 through 2006 by Line Item
BUDGET CATEGORIES
FY 03
FY 04
FY 05
FY 06
TOTAL
Number of Positions
4
4
4
4
4
Salaries & Benefits
$174,380 $174,380 $174,380 $176,212
699,352
Travel
103,920
33,378
40,000
23,500
200,798
Contractual Services
521,000 496,500 471,800
421,000 1,910,300
Other Current Expenses
50,850
40,000
40,000
40,000
170,850
Fixed Assets
25,400
1,000
6,000
0
32,400
Renovation
0
0 200,000
0
200,000
TOTAL $875,550 $745,258 $932,180 $660,712 $3,213,700
Source: The data is from the FSM National Government’s Approved Budget Requests to the
FSM Congress
SCOPE AND METHODOLOGY
The audit covers October 1, 2002 to June 30, 2006, which are fiscal years 2003 through 2005 and
the first three quarters of 2006. The audit was conducted pursuant to the authority vested in the
National Public Auditor as codified at Title 55 FSMC Chapter 5 of the FSM Code and it was
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conducted in accordance with the Quality Standards for Inspections issued by the PCIE and the
ECIE1.
The audit fieldwork was conducted at the Embassy, Department of Foreign Affairs (DOFA),
Department of Finance & Administration (DOF&A), Division of Immigration & Labor (DI&L)
and Department of Transportation, Communication & Infrastructure (TC&I). Audit procedures
included analyzing data gathered on the Embassy’s wire transfers, disbursements, loans,
renovations and passport handling. We reviewed the Embassy’s bank statements, checks, loan
documents, contracts, control forms (purchase orders, travel authorizations, miscellaneous
payment requests, etc.), invoices and receipts. We also observed the current condition of the
major renovation performed on the Embassy building and the passport handling process. We
also interviewed the Embassy staff to validate our analysis. The review included tests of records,
transactions, and other procedures that were necessary under the circumstances. Finally, we
summarized the results of our review procedures based on the review objectives.
On September 6, 2006, at the end of our review in Washington DC, we presented the draft
findings to Embassy personnel. On September 20 and 21, we presented the draft findings to
officials at DOFA, DOF&A, TC&I and DI&L. They generally agreed with our findings and we
included their comments in the report as appropriate. In addition, the Deputy Secretary of the
DOFA, Secretary of DOF&A, Acting Secretary of TC&I and Chief of DI&L provided their
written comments, which are attached.
PRIOR AUDIT COVERAGE
This review represents the third undertaken by the Office of the National Public Auditor (ONPA)
on the Embassy’s operations. The two previous audits covered fiscal years 1992 through 1993
and fiscal years 1994 through 1997. However, this is the first review undertaken by the ONPA
of the Embassy’s passport handling procedures. A previous audit of the Passport Revolving
Fund and the passport handling process at the DI&L was undertaken by ONPA covering fiscal
years 1989 through 1994. Throughout this report, we identified findings that were previously
reported.
FINDINGS AND RECOMMENDATIONS
Finding 1 - Expenditures Not in
Compliance with FSM Requirements
During the period October 2002 through June 2006 the FSM Embassy in Washington DC spent
almost $3,333,000 and wrote over 2,100 checks. We found that most of the Embassy’s
expenditures were for direct operating costs; however, most of the expenditures lacked adequate
documentation. Of the 622 expenditures with more than minimal documentation, we found
examples of non-compliance with FSM regulations and prudent business practices. We
identified areas for possible cost savings.

1
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Embassy’s Expenditures
After piecing together the available documents, we found some information for most of the
expenditures. To provide information on how the Embassy spent its funds, we reviewed the
information available and categorized the expenditures into the five areas. As seen in Table 2
below, the largest expenditure of more than $1,271,000 was used for direct business costs such
as office equipment, supplies and communications. Almost $558,000 was used for indirect
Embassy operations such as utilities, bottled water and renovations. About $709,000 was used
for FSM personnel including take home pay and housing. We were unable to categorize about
$263,000 of the expenditures because they were reimbursement checks made to employees
usually for items in multiple categories. Finally, we were unable to categorize about $531,000 of
the expenditures because there was not enough information. See Appendix I for a more detailed
list of the Embassy’s expenditures by fiscal year.
Table 2 Embassy Expenditures from October 2002 to June 2006
Percentage of Number of Percentage
expenditures
checks
checks
$1,271,834
38%
728
35%

Expenditures
Direct business
Indirect operating

557,630

17%

285

13%

FSM personnel

709,374

21%

468

22%

Reimbursement checks made
to employees usually for items
in multiple categorizes

263,500

8%

331

16%

Not enough information to
categorize

530,655

16%

291

14%

Total
$3,332,993
100%
2,103
100%
Note: the expenditures in this table include funds advanced from FSM, loans, and transfer among
Embassy accounts.
Inadequate Documentation
The Embassy had various types of documentation for its expenditures. As seen in Table 3
below, over 70 percent of the transactions had only minimal information for the expenditure and
did not meet FSM requirements for adequate documentation. Most of these expenditures were
supported by information in the check register, check stubs or check copies. However, some of
these expenditures were referred to only in the bank statements and had no other information
even the payee’s name. See Appendix II for type of documentation available for each fiscal
year.
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Table 3 Schedule of the Documentation Available for the Embassy
For the Period October 2002 through June 2006
Type of Information

Minimal information
available: Expenditure
information obtained
through check register,
check stub, check copy
or bank statement
Additional
information
available: Expenditure
information obtained
through documents
such as travel
document, purchase
order, FSM payroll
calculation, invoice or
receipts, miscellaneous
pay request form
Total

ONPA’s
Conclusion

Amount of
Checks

Percentage of
Total
Amount

Number
of Checks

Percentage of
Number of
Checks

Expenditure
documentation
is inadequate

$2,302,310

69.1%

1,481

70.4%

Enough
information is
available to test
compliance
with FSM
requirements

$1,030,682

30.9%

622

29.6%

$3,332,992

100%

2,103

100%

Non Compliance with FSM Requirements
We tested the 622 remaining transactions that had additional information to determine if FSM
funds were appropriately spent. The effect of non-compliance with FSM requirements as
demonstrated below is lack of assurance of appropriate expenditures or evidence of inappropriate
expenditures.
The following examples of non-compliance resulted in the FSM lacking assurance that funds
were appropriately spent.
• Of the 622 expenditures with additional documentation, we found 222 expenditures
lacked sufficient documentation because a receipt or FSM form was not attached.
Combining these 222 with the 1,481 previously identified expenditures with minimal
documentation means that 81 percent (1,703 of 2,103) of the expenditures lacked
sufficient documentation. This finding was identified in a prior audit report.
• 59 expenditures were not properly authorized -- the Miscellaneous Payment Request
form was not signed.
• 19 expenditures were authorized by the same employee who received the payment -- no
separation of duties.
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•

3 expenditures lacked supporting documentations for representation fund expenditures.
Specifically, a restaurant receipt was provided but there was no note identifying the
person attending or the reason for the meeting. This finding was also identified in a prior
audit report.

The following examples of non-compliance resulted in the inappropriate spending of FSM funds.
• Of the 622 expenditures with additional documentation, we found 16 expenditures that
reimbursed the Ambassador for residential expenses; even though regulations state that
only Justices of the Supreme Court will have their residential expenses paid by the FSM.
Officials from the DOF&A said that it is the practice to pay these expenses (e.g. utilities
and lawn mowing) as well as other expenses (such as a clothing allowance and children’s
school tuition) for Permanent Representative, Ambassadors or General Consuls.
• 19 expenditures reimbursed employees for commuting to and from work, even though the
regulations state that the employees should pay expenses that are personal in nature.
• 1 expenditure paid $1,340 for parking tickets, even though Embassy policy states that
tickets for automobile offenses are the responsibility of the driver.
• 9 expenditures for medical expenses were inappropriately paid from funds budgeted for
the operation activities of the Embassy.
The Embassy and DOF&A did not comply with FSM’s monthly reporting requirements. These
procedures were designed to assure that the Embassy complied with FSM requirements.
• We found that the Embassy did not submit to DOF&A Monthly Operating Fund Reports
with the required support such as receipted duplicate deposit slips, duplicate checks with
supporting documents, a copy of the check register and a copy of all purchase orders, job
orders or contracts issued against the operating fund account.
• The Embassy did not submit a Monthly Imprested Fund Report or Replenishment
Requests to DOF&A.
• The DOF&A replenished the Embassy’s funds even though the required documents were
not submitted.
Prudent Business Practices
Although not specifically required by FSM laws or regulations, the Embassy did not follow
prudent business practices in some of its expenditures. For example,
! The Embassy did not pay a reasonable price for luggage. Specifically, a check was
written to a local luggage store for over $630 for a computer carrying case. There is no
indication of who made the purchase or why such an expensive case was needed.
! The Embassy did not pay its bills in a timely manner. Of the 622 expenditures we
reviewed 69 (11 percent) included a late fee and 22 (3.5 percent) included a notice to
discontinue service if the payment is not received promptly.
! The Embassy does not have insurance to cover a major FSM asset. We found that the
Embassy building with value of more than $1.3 million has not been insured since the
summer of 2005. The Ambassador said the insurance company dropped the coverage for
several reasons including the policy infractions noted in an unannounced visit by
insurance company staff as follows:
5
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!
!

o although the policy stated that no cooking was allowed in the building, cooking
appliances that used a lot of energy and could cause an electrical overload had
recently been used.
o a fire hazard was discovered. Specifically an unused decorative gas fireplace in
the reception area was turned on allowing small amounts of gas to enter the
building.
o although notice to repair decorative trim on the building’s front façade (a
hazardous condition) the work was not done in over two years.
The Embassy’s bookkeeper was not adequately supervised allowing unusual occurrences.
For example, the bookkeeper received over $19,000 for web site maintenance while he
was already employed by the Embassy as the “accountant/driver”.
The Embassy did not have adequate control over purchases. It routinely allowed
employees to purchase items for the Embassy and get reimbursed. Specifically, during
the period reviewed, expenditures of $61,814 were made through reimbursements.
Routinely reimbursing employees for purchases is also hardship on the employees if they
are not reimbursed in a timely manner. There is no documentation that shows the items
purchased through reimbursements were approved in advance of the purchase or that the
items were reasonably priced.
o A contract employee was reimbursed $450 for the purchase of rubber mats for the
Embassy car.
o Another employee was reimbursed twice within a month for the same computer
repair work.
Possible Cost Savings

During our review we identified several areas in which the FSM could save costs at the
Embassy.
• The FSM should consider selling the Embassy building and moving into rental space. An
analysis of the potential benefits and costs should be done to make an informed decision.
The benefit cost analysis should consider the following items:
! The Embassy building was purchased in the 1990 for about $1.3 million. Since that
time the value of houses in the DC area has increased and the FSM could make a
profit if the property was sold.
! Currently the Embassy building is not insured thus putting value of this FSM asset at
risk. According to the Ambassador, insuring the building as it currently is (without
doing needed repairs) will cost substantially more than in the past.
! According to the Ambassador, the building needs additional costly renovation work
to obtain insurance as a reasonable rate. This work would include such items as
updating the electrical wiring, plumbing pipes and possibly reinforcing the structural
supports for the office space above the garage.
• The FSM should consider housing all the staff in the main building or requiring the legal
consultant to pay for his own office expenses. Currently, a legal consultant under FSM
contract uses the office space above the garage while four FSM employees occupy the 4story Embassy building. If the consultant moved into space in the main building, the
Embassy could potentially save $150 to 300 a month for cost of heating and air
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•

•

conditioning the "rear" building. Alternatively, the legal consultant could be required to
pay for the office expenses such as office space, electrical bills and phone service that are
currently paid by the Embassy.
The FSM should consider reducing the cleaning schedule for the Embassy. The current
contract for cleaning of the Embassy building costs $1,800 a month. Since the building
houses only a few employees, the cleaning service may not be needed on a daily basis. If
the cleaning schedule were reduced the costs may also be reduced.
The FSM should consider reducing the number of phone lines in the Embassy building.
The Embassy currently has 15 phone lines. We were told that 4 to 6 of the phone lines
are designated for specific purposes (e.g. security alarm, DSL line, Fax line) and are not
available for general phone calls. However, 10 undesignated phone lines for 4 staff seem
excessive.

During the period covered by our review, the Embassy had two bookkeepers. Since neither
bookkeeper is currently employed by the Embassy, the causes of non-compliance cannot be
specifically determined. However, we believe there are two main reasons for lack of
compliance: lack of knowledge regarding procedures or an intent to cover up inappropriate
expenditures. The FSM policies and procedures are written so that compliance ensures that the
expenditures are appropriate. Therefore our recommendations are basically to train staff
regarding the procedures and provide oversight to see work is properly done.
Recommendations
We recommend that DOF&A and the Embassy should:
• ensure that FSM laws and regulations are complied with.
• review the Embassy’s operating and accounting manual and ensure that the policies and
procedures are followed or obsolete sections are updated.
• discontinue the practice of reimbursing costs of a personal nature such as commuting
costs and Ambassador’s residential costs, since this practice does not comply with FSM
laws and regulations.
• purchase adequate property insurance for the Embassy building, a major asset of the
FSM.
• consider allowing the Embassy to use a credit card for purchases to reduce the number
and amount of employee reimbursements. These purchases should be pre-approved
within the Embassy.
We also recommend that:
• at least one Embassy staff is trained in documenting and maintaining transaction records
and submitting required monthly reports and supporting documentation.
• DOF&A require appropriate reports and documentation before expenditures are
reimbursed to the Embassy.
• the Embassy personnel structure ensures separation of financial duties and adequate
oversight of the finances.
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Embassy’s operating environment is reviewed for possible cost savings such as those we
identified above.

Finding 2 - Loan Records Not Complete
and Funds Commingled
Although the Embassy’s records regarding the loans are not complete, we were able to piece
together a history of the Embassy’s line of credit. However, we could not identify expenditures
from the loan because the funds were commingled in the operating account. We found that
DOF&A and the Embassy did not follow FSM laws and regulations related to the loan and
therefore, DOF&A was not aware that the Embassy established a line of credit.
Although the Embassy’s records regarding the loans are not complete, we were able to piece
together information on the Embassy’s line of credit as follows: In July 2004, the Embassy
opened an overdraft line of credit for $70,000. This was increased by $30,000 in August 2004.
In February 2005, the Embassy added another 120,000 to the loan and also repaid $100,000. The
highest outstanding principal amount for the overdraft was $200,000, but balance as of January
2006 was $120,000. In July 2006, FSM Congress appropriated $122,000 to repay the remaining
principal and interest on the loan. Subsequently, the bank reimbursed $1,230 for an
overpayment of the loan.
The loan funds were commingled in the operating account. We traced these loan deposits into
the Embassy’s operating account. We cannot determine what the loan funds were used for
because of the Embassy commingled funds from FSM advances, FSM payroll, imprested
account, and loans.
DOF&A and the Embassy did not follow FSM laws and regulations related to the loan.
Specifically the Financial Management Regulations (FMR) requires that all funds received by
the Embassy should be deposited promptly into an approved operating fund account and the
Secretary of DOF&A should be notified as to the nature and amount of the deposit. While the
Embassy did deposit the loan funds in an operating account, it failed to report the information to
the Secretary. The Accounting Policies and Procedures for Embassies and Liaison Offices
requires the Embassy to maintain a cash journal to record all incoming cash regardless of the
source of funding, and there were no cash journal available for review. The Accounting Policies
and Procedures for Embassies and Liaison Offices also requires that banks send statements
regarding Embassy accounts to DOF&A. Instead the bank sent the statements to the Embassy
building in Washington DC and the Embassy did not forward them to DOF&A. Finally,
although the Finance Office Procedure requires DOF&A to reconcile bank statements for all
general fund accounts, the Embassy accounts that are part of the general fund were not
reconciled.
ONPA is still working on the loan issue. ONPA’s Compliance Investigation Division is
reviewing some aspects of the loan. In addition, we have requested an opinion from the Attorney
General regarding the legality of the loan and have requested loan statements from the banks.
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Due to the change in the staff in the Embassy, the causes of non-compliance cannot be
specifically determined. However, we believe there are two main reasons for lack of
compliance: lack of knowledge regarding procedures or an intent to cover up inappropriate
activities. The current FSM policies and procedures are written so when they are followed
DOF&A is aware of all sources of funds and related obligations. Therefore our
recommendations are basically to train staff regarding the procedures and provide oversight to
see work is properly done.
Recommendations:
We recommend that DOF&A review the Accounting Policies and Procedures for Embassies and
Liaison Offices and update these requirements as needed. Further, the DOF&A should review
the financial requirements with Embassies and Consulates personnel to ensure understanding and
compliance.
Finding 3 – Embassy Renovation Not in
Compliance with FSM and Contract Requirements
The Embassy’s contract for major renovation of the Embassy building did not follow FSM laws
and regulations and therefore FSM is not assured that the proper work was done for a reasonable
price. For example, the Embassy did not obtain the required bids, the renovation contract was
not properly reviewed and approved and the Embassy did not comply with the terms and
conditions of the contract. Further, the Embassy overspent by $14,799 on the $200,000 allotted
for the renovation work and the DOF&A has not properly recorded the renovation costs.
FSM regulations require that a Project Control Document (PCD) be completed before funds can
be allocated for any public project. The PCD specifies the total project budget, funding source,
detail, nature and type of expenditures to be made. In addition, it lists the responsible officials
such as the allottee (Embassy), administrating agency and the Project Inspection Official. The
Allottee certifies that the project will abide by the FSM regulations. The Budget Officer
(Division of Budget) should approve the PCD when he is satisfied that the PCD is complete and
that the project and expenditures described in the PCD are consistent with the line-item of the
applicable laws. Otherwise he should disapprove the PCD and return it to the Allottee with a
statement of his reasons.
The PCD for the renovation of the Embassy describes the work as being done in three phases.
Phase 1 work includes replacing the roof of the Embassy, scraping and painting metal railings
and wooden frames on the front side of Embassy building and sandblasting bricks. Phase 2
includes the same work as phase 1 for the backside of the Embassy building and to resurface the
retaining wall, courtyard, and front steps. Phase 3 is for renovation work on the inside of the
building, which includes painting, carpentry work, electrical and installation of new carpet on the
four floors. The contract lists the cost as $92,000 for inside work and $75,900 for outside work.
See the Exhibits for some photos of the renovation.
The Embassy renovation did not comply with national laws and regulations.

9

Office of the National Public Auditor
Inspection of the FSM Embassy in Washington D.C.
Audit No. 2006-04 and 2006-05
•
•
•
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Although a PCD is required to be completed prior to issuance of allotments, the Embassy
was allotted funds before the PCD was completed. Specifically, the funds were allotted
on June 15, 2005 and the PCD was completed July 20, 2005.
Although contracts for construction projects involving the obligation of $20,000 or more
of Government funds are required to have free and open bidding by sealed bids, the
Embassy did not obtain bids for the project estimated to cost $167,900.
Although all contracts should be reviewed and approved by the Justice Department and
TC&I to ensure that it complied with various laws and regulations, the Embassy did not
obtain these reviews.
A Project Inspection Official must certify all requests for payment on design,
construction, or procurement contracts; however, the PCD form does not list a Project
Inspection Official as required. Although identifying and obtaining acceptance of a
Project Inspection Official is the responsibility of the Embassy, the review by the Budget
Officer should have identified the lack of the Project Inspection Official and the PCD
should have been denied.

•

The terms and conditions of the contract were not complied with as follows:
! The contract stated that work would be completed no later than September 2005;
however, based on contractor invoices, the work continued into January 2006. In
addition, in August 2006 the Ambassador stated that there is still more work to be
done under the contract. Specifically, work needs to be completed on the roof.
! The contract states that the contractor will be paid according to a fee schedule;
however, the schedule is not attached to the contract.
! The contract states that job orders are to be cut for each of the three phases of the
work. However only $83,728 of work had job orders forms attached. Although
the contract required job orders, TC&I requires them for repairs, maintenance and
construction projects that are less than $5,000.
! The contract states that the contractor is to submit an invoice for half of the total
amount under each of the three phases of the work; however, only $96,353 had
invoices attached. In addition the invoices received were not signed and had no
details of material costs and labor.

•

According to the Ambassador, the contract was amended to add work outside of the
original scope; however, no amended contract was provided.
The Embassy overspent the budget appropriation for the renovation by $14,799.
As of July 2006, the Embassy renovation account at the DOF&A reflects a balance of
$128,646, which underreports the cost of the renovation by $86,154. The actual cost for
renovation was $214,799.
Although asset valued at $150,000 or more and having a useful life of more than one year
should be capitalized, the DOF&A has recorded the cost of the renovation as an
expenditure. According to DOF&A officials, the expenditure is capitalized when
closeout document is received from the Project Inspection Official. However, no Project
Inspection Official was designated for this renovation.

•
•
•
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ONPA’s Compliance Investigation Division is also reviewing aspects of the renovation and is
seeking an independent assessment.
Due to the change in the staff in the Embassy, the causes of non-compliance cannot be
specifically determined. However, we believe there are two main reasons for lack of
compliance: lack of knowledge regarding procedures or an intent to cover up inappropriate
activities. The current FSM policies and procedures are written so when they are followed FSM
is ensured that contract work at the Embassy was suitable at a reasonable price. Therefore our
recommendations are basically to train staff regarding the procedures and provide oversight to
see work is properly done.
Recommendations:
We recommend that the PCD form be modified to require the budget officer’s signature
indicating that the form was approved or denied. Although the Division of Budget is required to
review the PCD and determined that it is complete and that the project and expenditures
described in the PCD are consistent with applicable laws, there is no space on the form for his
signature. We believe that requiring a signature would ensure a more meticulous review before
an official would give his approval. This approval should ensure a Project Inspection Official
(TC&I inspectors or independent contractor) was designated to coordinate the design,
construction, and procurement for the project.
In commenting on our draft findings TC&I officials commented that a renovation project done
on the Guam Consulate Office 2 or 3 years ago worked well because DOFA designated TC&I to
coordinate the design, construction, and procurement of the project.
Finding 4 - Passport Handling Practices
Not in Compliance with FSM Requirements
The DI&L and the Embassy passport handling practices are not in compliance with FSM
requirements resulting in FSM Passports being inadequately safeguarded. FSM laws and
regulations require that the Embassy assists FSM citizens residing on the U.S. mainland with
renewing or extending their FSM passports by forwarding passport applications and related
material (i.e. expired passports, renewed passport picture, money order, and birth certificate) to
DI&L. This authority does not mention handling (i.e. touching, distributing) valid and specimen
passport booklets. However, we found that the Embassy handled renewed, lost, and specimen2
passports. For example, DI&L has sent renewed passports to the Embassy for distribution to
FSM citizens residing on the U.S. mainland. According to DI&L officials, renewed passports
are sent to the Embassy for distribution when the applications are forwarded from the Embassy.
In addition, the Embassy also received lost passports from the U.S. State Department to be
forwarded to DI&L and specimen passports from the passport printer.

2

Specimen passports are sample passports provided to other governments so they can identify genuine FSM
passports.
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We found that the Embassy could not track the receipt and distribution of the passports they
handled for distribution. For example, although the Embassy said that they logged passports in
the incoming and outgoing mail logbooks, incoming entries for 441 workdays or 46% of the days
reviewed were missing. Therefore our review of received passports is limited to those listed in
the available logbooks. Although 22 passports were recorded in the incoming logbooks, we
could only identify 12 passports in the outgoing logbook. The Embassy personnel could not
explain the lack of entries in the outgoing logbooks.
Although, on February 6, 2006, the Ambassador issued internal procedures to improve passport
security measures at the Embassy, the procedures are not fully implemented. Specifically, the
passports were not recorded in a separate logbook or stored in a safe as required by the new
procedures.
ONPA’s Compliance Investigation Division is also reviewing the handling of specimen
passports.
Although DI&L admitted that it did not follow FSM regulations when it sent passports to the
Embassy for distribution, no specific reason was given. We believe that current FSM laws and
regulations were written so when they are followed FSM would be ensured that the passports are
being safeguarded. Therefore our recommendations are basically to train staff regarding the
regulations and provide oversight to see work is properly done.
Recommendation:
We recommend that the DI&L discontinue sending all types of passports to the Embassy to
comply with the passport regulations. The DI&L should also ensure that specimen passports are
not sent to the Embassy from the passport printer. An amendment of the passport regulations to
include allowing the embassies and consulates to distribute passports should only be considered
when the Embassy has in place reasonable security precautions such as a proper recording
system, an adequate safe and trained staff with adequate segregated duties.
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Appendix I
Detailed Schedule of the Embassy’s Expenditures
For Fiscal Years 2003 To 2005 and the First Three Quarters of Fiscal Year 20064
Direct Business

Bookkeeper/Driver
Cable TV & Internet
Cell Phone
Computer Lease
Delivery Service
Email & Website Hosting
Legal Services
Network Upgrade
Office Supplies
Phone Service
Phone System Leased
Photo Copy Machine Lease
Postage
Postal Meter Equipment Lease
Receptionist
Representation Fund
Subscriptions
Travel
Website Maintenance

Direct Business Total
Indirect Operating

Auto Repairs & Maintenance
Car Rental
Car Loan
Cleaning Service
Drinking Water
Electricity
Heating Gas
Limo Service
Pest Control
Property Insurance
Renovation
Transfer to another account
Water & Sewer Service

FY 03
FY 04
FY 05
FY 06
26,400 19,800
8,800
1,100
1,168
1,804
1,246
1,767
18,020 17,514 16,978 10,420
5,594
8,180
5,701
3,493
1,341
251
127
1,590
1,260
1,050
630
200,000 140,000 230,000 149,000
6,381
5,905
750
949
458
14,983
6,758
9,220
3,895
3,652
3,029
3,795
1,487
5,110
3,880
5,705
3,987
600
41
328
2,591
2,078
3,015
1,346
15,600 13,686
2,520
18,628 29,416
800
2,879
790
854
840
84,755 44,814 33,455 33,925
25,696

Grand
Total
56,100
5,986
62,932
19,475
5,213
4,530
719,000
6,381
8,061
34,856
11,963
18,682
969
9,030
31,806
51,722
2,485
196,950
25,696

434,575 295,163 323,527 218,570

1,271,834

129

23,050
746
5,374
4,837
17,130
759
15,825

674

409
3,266
20,325
748
3,836
5,011
640
16,800
10,000
749

2,549
1,331
73,303
23,000
746
9,744
3,928
705
2,774
4,285
158,300
35,807
366

56,500
20,630
144

3,087
1,852
84,736
80,775
2,525
24,161
17,521
18,435
4,458
36,910
214,800
66,437
1,933

522
8,167
14,400
284
5,206
3,746
600
285

Indirect Operating Total

68,524

61,785 316,836 110,484

557,630

Personnel

98,330
53,592
3,332

84,766 112,838
48,063 116,099
3,084
1,250

91,520
96,501

387,454
314,254
7,666

155,254 135,913 230,186 188,021

709,374

123,951 47,012 61,972 30,566
450,495
8,959 56,284 14,917
1,232,799 548,831 988,805 562,557

263,500
530,655
3,332,992

Personnel Total
Misc Reimburse Total
Unknown Total
Grand Total
4

Housing
Personnel
Storage

The expenditures in this table includes funds advanced from FSM, loans, and transfer among Embassy accounts.
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Appendix II
Schedule of the Number of Expenditures by
Type of Documentation by Fiscal Year
FY 03
Minimal Information
Check register
559
Check stub
Check copy
142
Bank statement
210
Total
911

FY 04

FY 05

FY 06

Grand Total

275
1
24
1
301

84
23
30
10
147

9
105
2
6
122

927
129
198
227
1,481

Additional Information
Travel doc
Purchase order
2
FSM Nat Gov't stub
33
Invoice/ Letter
6
Misc pay request
2
Receipts
20
Total
63

2

8

5

22
39
37
13
113

51
123
77
18
277

32
100
14
18
169

15
2
138
268
130
69
622

Grand Total

414

424

291

2,103

974

Note: Expenditures are listed next to the best type of documentation available. For
example if an expenditure has a receipt and a check stub, the expenditure would be
listed next to receipt and not check stub.
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Appendix III
Response from the Chief, DI&L
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Appendix IV
Response from the Acting Secretary, TC&I
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Appendix V
Response from the Secretary, DOF&A
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Appendix VI
Response from the Deputy Secretary, DOFA
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See ONPA note 1
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See ONPA note 2
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See ONPA note 3

23

Office of the National Public Auditor
Inspection of the FSM Embassy in Washington D.C.
Audit No. 2006-04 and 2006-05

See ONPA note 4
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See ONPA note 5
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Appendix VII
Auditor’s Response to DOFA’s Comments
Note 1: Page 3 of the comments suggests we incorrectly included the responsibility of the
Embassy toward private organizations from a mission statement in the budget proposal. Note
that the responsibilities of the Embassy provided in the report are statutory requirements
established through FSM Public Law 2-4, as amended.
Note 2: Page 4 of the comments suggests that our term of “handling” passports is not clear. We
changed the sentence in the final report to highlight the information originally located in the
footnote which deals with authority the Embassy has with the FSM passports. Specifically, the
Embassy assists FSM citizens residing on the U.S. mainland with renewing or extending their
FSM passports by forwarding passport applications and related material (i.e. expired passports,
renewed passport picture, money order, and birth certificate) to DI&L. This authority does not
mention handling (i.e. touching, distributing) the actual passport booklets. If the FSM
government decides to amend current regulations to allow the Embassy to receive renewed, lost
and specimen passports, DOFA and the Embassy needs to establish adequate controls over
passports. Without adequate controls the passports are not safeguarded against fraud, waste and
abuse.
Note 3: Contrary to the comments on page 6, ONPA did not recommend selling the embassy
building. We recommended that an analysis of the benefits and cost of maintaining the embassy
in the current building be performed. We agree with DOFA that intangible aspect of keeping the
embassy building should be included in the benefit cost analysis. We recommended this analysis
to identify the real cost of maintaining the Embassy building. For example, although some
interior cosmetic work, primarily painting and carpeting, has been done on the building, the
Ambassador stated that more work needs to be done. The work needed, upgrading the electrical
wiring and plumbing, is expensive especially in a building over a hundred years old. We believe
that the FSM government should have full information to make a decision and be aware of the
real cost of maintaining a 100 year old building as the Embassy.
Note 4: The comments on page 7 acknowledge that there are active discussions underway to
consider moving the legal counsel into the main building. However, contrary to comments made
in the third paragraph of the section, we believe moving the legal counsel into the main building
with the Embassy staff could actually improve “access.”
Note 5: We agree with the statement on page 8 of the comments that the embassy building
should be adequately maintained, both interior and exterior. The goal of our suggestion was to
reduce the cost of the cleaning services. While we don’t have the prices of other cleaning
services for comparison, spending about $90 a day ($1,800 a month divided by 20 working days)
seems excessive to clean after 4 people worked in the building.
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Description

Exhibit I – Front, Main Building

Exhibit 1-- View of the Embassy’s front
façade.

Exhibit 1

During renovation, the decorative blocks
on the windows and under the eaves
were repaired and repainted. The red
bricks were sandblasted.

Exhibit 2
Exhibit 2-- View of the Embassy’s front
façade.
During renovation, the light fixture was
installed, and the red bricks were
sandblasted. The security bars were
installed before the renovation.

Exhibit 3

Exhibit 3-- View of the Embassy’s front
walkway.
During renovation, the previous
walkway was replaced with slate tiles.

Exhibit 4

Exhibit 4-- View of the Embassy’s front
steps.
During renovation, the red bricks were
also added to enclose the small front
lawn area.

27

Office of the National Public Auditor
Inspection of the FSM Embassy in Washington D.C.
Audit No. 2006-04 and 2006-05
Description

Exhibit II – First Floor, Main Building
Exhibit 5

Exhibit 5-- View of the first floor
reception area.
According to Embassy officials
the loss of the property insurance
resulted in part from the property
insurers citing a gas leakage from
the fireplace during one of their
spot checks.
Exhibit 6
Exhibit 6-- View of the first floor
hallway.

Although painted about 2 months
ago during the renovation, the
wall shows stains have developed
from leaking pipes to the water
heater in the closet behind the
door.
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Description

Exhibit III – Fourth Floor, Main Building
Exhibit 7

Exhibit 7-- View of the fourth floor
bathroom door.
During the renovation, the bathroom was
painted but the doorknob was not
adequately replaced. An employee was
accidentally locked in the bathroom and
used his cell phone to call the secretary to
get out.
Exhibit 8
Exhibit 8-- View of the fourth floor ceiling
in Deputy Chief of Mission’s office.
During the renovation, the office was
painted, but areas of the ceiling appear to
have only the primer paint applied.
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Description

Exhibit IV – Rooftop, Main Building
Exhibit 9

Exhibit 9-- View of the air conditioner on the
roof.
During the renovation, the roof had new roof
paper and tar applied.

Exhibit 10
Exhibit 10-- View of the air conditioner on
the roof.
During the renovation, a water drainage pipe
connected to the centralized air conditioner
was not connected to the gutter. Instead, the
pipe scattered water throughout the roof.

Exhibit 11
Exhibit 11-- View of the second air
conditioner on shed roof in courtyard.
Note: that the electrical wiring and
panel box are corroding.
.
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Description

Exhibit V – Courtyard
Exhibit 12

Exhibit 12-- View of courtyard from
the third story fire escape.
During renovation, the courtyard was
paved with slate tiles. Note the puddle
of water in the center that indicates that
the drainage is clogged.
Exhibit 13
Exhibit 13-- View of steps leading to
the basement entrance from the
courtyard.
Note the moss-covered steps. During
our fieldwork, this area of the courtyard
did not dry out.

Exhibit 14
Exhibit 14-- View of steps leading to
the basement entrance from the
courtyard.

Gutter from the roof of the main
building is drained outside the back
entrance of the basement.
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Description

Exhibit VI – Garage
Exhibit 15

Exhibit 15-- View of column in the garage
that supports the offices above.
Note that the support beam has temporary
reinforcements, which may need to be
replaced.

Exhibit 16

Exhibit 16 & 17-- View of the back wall of
the garage.
Note the cracks in the cinder blocks.
Exhibit 17 is a close-up of this area.

Exhibit 17

Exhibit 18

Exhibit 18 -- View of the main office space
above the garage.
This is the office space used by the legal
consultant.
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NATIONAL PUBLIC AUDITOR’S COMMENTS
We wish to thank the staff at the Embassy, DOFA, DOF&A, DI&L and TC&I for their assistance and
cooperation during the review.
The ONPA will perform a follow-up review within the next 6-9 months to ensure that the Embassy has
taken corrective measures to address all findings and recommendations provided in this report.
In conformity with general practice, we presented our draft findings to officials from DOFA, DOF&A,
DI&L and TC&I. They generally agreed with our findings and provided written comments, which are
attached.
In addition to providing copies of this report to the President and Members of the FSM Congress, we also
sent copies of this report to the Secretary of the DOFA, DOF&A, TC&I and Department of Justice. We will
make copies available to other interested parties upon request.
If you or your staff have any questions regarding this report, please contact me at 691-320-2862/2863 or
hhainrick@fsmpublicauditor.fm. Contact points for our Office may be found on the last page of this report.
The ONPA staff who made major contributions to this report are listed on the last page.

Haser H. Hainrick
National Public Auditor
October 20, 2006
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