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October 20, 2006

Honorable Members of the FSM Congress
His Excellency Joseph J. Urusemal, President
Federated States of Micronesia

Palikir, Pohnpel FM 96941

RE: Inspection of the FSM Embassy in Washington D.C.

We have completed our review of the FSM Embassy in Washington D.C. for fiscal years 2003,
2004, 2005 and the first three quarters of 2006. Our objectives were to determine whether FSM
laws and regulations were complied with regarding 1) financial transactions, 2) the acquisition
and use of aloan, 2) arenovation contract and 3) passport controls. We conducted our review in
accordance with the Quality Standards for Inspections issued by the U.S. President’s Council on
Integrity and Efficiency and the Executive Council on Integrity and Efficiency.

Regarding the financial transactions, we found that most of the Embassy’ s expenditures were for
direct operating costs, but expenditures lacked adequate documentation. The Embassy and
Department of Finance & Administration (DOF&A) did not comply with FSM regulations and
prudent business practices and we identified areas for possible cost savings. Regarding the
Embassy’ s loan, we found that the Embassy and DOF& A did not follow FSM laws and
regulations and that the loan proceeds were commingled in the operating account with all other
sources of funds. Regarding the Embassy’ s renovation, we found that the Embassy did not
comply with FSM laws and regulations or with the terms and conditions of the contract. Further,
the Embassy overspent by $14,799 on the $200,000 allotted for the renovation work and the
DOF&A has not properly recorded the renovation costs. Finally, regarding the handling of
passports, we found that the Division of Immigration & Labor and the Embassy did not comply
with FSM laws and regulations and did not adequately safeguard FSM passports.

In summary, we found that the Embassy did not comply with many FSM laws and regulations
and that the corresponding FSM Departmentsin Palikir did not ensure compliance. The findings
and recommendations are described in greater detail in the attachment to this letter.

Respectfully yours,

o -~
Haser Hainrick
National Public Auditor
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BACKGROUND

The FSM National Government has maintained an FSM Embassy in Washington D.C.
(Embassy) since 1979 when the FSM Constitution was approved and ratified.

The functions and responsibilities of the Embassy are set forth in FSM Public Law 2-4, as
amended. The Embassy represents the FSM Government before the U.S. Congress, departments
and agencies of the U.S. Federa Government, other organizations, public and private, on all
matters pertaining to the FSM. The Embassy assists public officials from the FSM, provides
consular assistance to FSM citizensin the U.S., disseminates general information about the FSM,
and promotes business opportunities in the FSM to domestic and international business
organizations. Finaly, the Embassy promotes and carries out the programs and policies of the
FSM National Government as they are duly authorized.

The FSM laws and regulations govern all activities of the Embassy. The mode of operationsis
further guided by the Executive Branch’s Manual of Administration, Presidential Orders and
Directives, Secretarial Orders and Directives, the Embassy’s own Manual of Administration
signed by the President and the Embassy’ s Policy Memoranda signed by the Ambassador.

Table 1 below lists the funds provided to the Embassy by the FSM National Government by
budget line item.

Table 1 Schedule of Funding for the FSM Embassy in Washington D.C.
For Fiscal Years 2003 through 2006 by L ine ltem

BUDGET CATEGORIES FY 03 FY 04 FY 05 FY 06 TOTAL
Number of Positions 4 4 4 4 4
Salaries & Benefits $174,380 | $174,380 | $174,380 | $176,212 699,352
Travel 103,920 33,378 40,000 23,500 200,798
Contractual Services 521,000 | 496,500 | 471,800 | 421,000| 1,910,300
Other Current Expenses 50,850 40,000 40,000 40,000 170,850
Fixed Assets 25,400 1,000 6,000 0 32,400
Renovation 0 0| 200,000 0 200,000

TOTAL | $875,550 | $745,258 | $932,180 | $660,712 | $3,213,700

Source: The datais from the FSM National Government’s Approved Budget Requests to the

FSM Congress

SCOPE AND METHODOLOGY

The audit covers October 1, 2002 to June 30, 2006, which are fiscal years 2003 through 2005 and
the first three quarters of 2006. The audit was conducted pursuant to the authority vested in the
National Public Auditor as codified at Title 55 FSMC Chapter 5 of the FSM Code and it was
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condulcted in accordance with the Quality Standards for Inspections issued by the PCIE and the
ECIE".

The audit fieldwork was conducted at the Embassy, Department of Foreign Affairs (DOFA),
Department of Finance & Administration (DOF&A), Division of Immigration & Labor (DI&L)
and Department of Transportation, Communication & Infrastructure (TC&I). Audit procedures
included analyzing data gathered on the Embassy’ s wire transfers, disbursements, loans,
renovations and passport handling. We reviewed the Embassy’ s bank statements, checks, loan
documents, contracts, control forms (purchase orders, travel authorizations, miscellaneous
payment requests, etc.), invoices and receipts. We also observed the current condition of the
major renovation performed on the Embassy building and the passport handling process. We
also interviewed the Embassy staff to validate our analysis. The review included tests of records,
transactions, and other procedures that were necessary under the circumstances. Finaly, we
summarized the results of our review procedures based on the review objectives.

On September 6, 2006, at the end of our review in Washington DC, we presented the draft
findings to Embassy personnel. On September 20 and 21, we presented the draft findings to
officialsat DOFA, DOF&A, TC&I and DI&L. They generally agreed with our findings and we
included their comments in the report as appropriate. 1n addition, the Deputy Secretary of the
DOFA, Secretary of DOF&A, Acting Secretary of TC&I and Chief of DI&L provided their
written comments, which are attached.

PRIOR AUDIT COVERAGE

This review represents the third undertaken by the Office of the National Public Auditor (ONPA)
on the Embassy’ s operations. The two previous audits covered fiscal years 1992 through 1993
and fiscal years 1994 through 1997. However, thisisthe first review undertaken by the ONPA
of the Embassy’ s passport handling procedures. A previous audit of the Passport Revolving
Fund and the passport handling process at the DI& L was undertaken by ONPA covering fiscal
years 1989 through 1994. Throughout this report, we identified findings that were previously
reported.

FINDINGSAND RECOMMENDATIONS

Finding 1 - Expenditures Not in
Compliance with FSM Requir ements

During the period October 2002 through June 2006 the FSM Embassy in Washington DC spent
almost $3,333,000 and wrote over 2,100 checks. We found that most of the Embassy’s
expenditures were for direct operating costs; however, most of the expenditures lacked adequate
documentation. Of the 622 expenditures with more than minimal documentation, we found
examples of non-compliance with FSM regulations and prudent business practices. We
identified areas for possible cost savings.

1 U.S. President’s Council on Integrity & Ethics (PCIE) and the Executive Council on Integrity & Ethics (ECIE)
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Embassy’s Expenditures

After piecing together the available documents, we found some information for most of the
expenditures. To provide information on how the Embassy spent its funds, we reviewed the
information available and categorized the expenditures into the five areas. Asseenin Table 2
below, the largest expenditure of more than $1,271,000 was used for direct business costs such
as office equipment, supplies and communications. Almost $558,000 was used for indirect
Embassy operations such as utilities, bottled water and renovations. About $709,000 was used
for FSM personnel including take home pay and housing. We were unable to categorize about
$263,000 of the expenditures because they were reimbursement checks made to employees
usually for items in multiple categories. Finally, we were unable to categorize about $531,000 of
the expenditures because there was not enough information. See Appendix | for amore detailed
list of the Embassy’ s expenditures by fiscal year.

Table 2 Embassy Expendituresfrom October 2002 to June 2006

Per centage of | Number of | Percentage

Expenditures expenditures | checks checks
Direct business $1,271,834 38% 728 35%
Indirect operating 557,630 17% 285 13%
FSM personnel 709,374 21% 468 22%

Reimbursement checks made
to employees usually for items 263,500 8% 331 16%
in multiple categorizes

Not enough information to

: 530,655 16% 291 14%
categorize

Total $3,332,993 100% 2,103 100%

Note: the expenditures in this table include funds advanced from FSM, loans, and transfer among
Embassy accounts.

| nadequate Documentation

The Embassy had various types of documentation for its expenditures. Asseenin Table 3
below, over 70 percent of the transactions had only minimal information for the expenditure and
did not meet FSM requirements for adequate documentation. Most of these expenditures were
supported by information in the check register, check stubs or check copies. However, some of
these expenditures were referred to only in the bank statements and had no other information
even the payee’ s name. See Appendix Il for type of documentation available for each fiscal
year.
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For the Period October 2002 thr ough June 2006

Type of Information ONPA’s Amount of | Percentageof | Number | Percentage of
Conclusion Checks Total of Checks Number of
Amount Checks
Minimal information
ovale BEDIT | by
: documentation | $2,302,310 69.1% 1,481 70.4%
through check register, is inadequate
check stub, check copy <
or bank statement
Additional
information
available: Expenditure Enouah
information obtained . gn
information is
through documents available to test
such as travel . $1,030,682 30.9% 622 29.6%
compliance
document, purchase :
with FSM
order, FSM payroll requirements
calculation, invoice or .
receipts, miscellaneous
pay request form
Total $3,332,992 100% 2,103 100%

Non Compliance with FSM Requir ements

We tested the 622 remaining transactions that had additional information to determine if FSM
funds were appropriately spent. The effect of non-compliance with FSM requirements as
demonstrated below is lack of assurance of appropriate expenditures or evidence of inappropriate

expenditures.

The following examples of non-compliance resulted in the FSM lacking assurance that funds
were appropriately spent.
e Of the 622 expenditures with additional documentation, we found 222 expenditures
lacked sufficient documentation because areceipt or FSM form was not attached.
Combining these 222 with the 1,481 previoudly identified expenditures with minimal
documentation means that 81 percent (1,703 of 2,103) of the expenditures lacked

sufficient documentation. This finding was identified in a prior audit report.

e 59 expenditures were not properly authorized -- the Miscellaneous Payment Request
form was not signed.
e 19 expenditures were authorized by the same employee who received the payment -- no
separation of duties.
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e 3 expenditures lacked supporting documentations for representation fund expenditures.
Specificaly, arestaurant receipt was provided but there was no note identifying the
person attending or the reason for the meeting. This finding was also identified in aprior
audit report.

The following examples of non-compliance resulted in the inappropriate spending of FSM funds.

e Of the 622 expenditures with additional documentation, we found 16 expenditures that
reimbursed the Ambassador for residential expenses; even though regulations state that
only Justices of the Supreme Court will have their residential expenses paid by the FSM.
Officials from the DOF& A said that it is the practice to pay these expenses (e.g. utilities
and lawn mowing) as well as other expenses (such as a clothing allowance and children’s
school tuition) for Permanent Representative, Ambassadors or General Consuls.

e 19 expenditures reimbursed employees for commuting to and from work, even though the
regulations state that the employees should pay expenses that are personal in nature.

e 1 expenditure paid $1,340 for parking tickets, even though Embassy policy states that
tickets for automobile offenses are the responsibility of the driver.

e 9 expendituresfor medical expenses were inappropriately paid from funds budgeted for
the operation activities of the Embassy.

The Embassy and DOF& A did not comply with FSM’ s monthly reporting requirements. These
procedures were designed to assure that the Embassy complied with FSM requirements.

e Wefound that the Embassy did not submit to DOF&A Monthly Operating Fund Reports
with the required support such as receipted duplicate deposit slips, duplicate checks with
supporting documents, a copy of the check register and a copy of all purchase orders, job
orders or contracts issued against the operating fund account.

e The Embassy did not submit a Monthly Imprested Fund Report or Replenishment
Requeststo DOF&A.

e The DOF&A replenished the Embassy’ s funds even though the required documents were
not submitted.

Prudent Business Practices

Although not specifically required by FSM laws or regulations, the Embassy did not follow
prudent business practices in some of its expenditures. For example,
= The Embassy did not pay areasonable price for luggage. Specifically, a check was
written to alocal luggage store for over $630 for a computer carrying case. Thereisno
indication of who made the purchase or why such an expensive case was needed.
=  The Embassy did not pay its billsin atimely manner. Of the 622 expenditures we
reviewed 69 (11 percent) included a late fee and 22 (3.5 percent) included a notice to
discontinue service if the payment is not received promptly.
= The Embassy does not have insurance to cover amajor FSM asset. We found that the
Embassy building with value of more than $1.3 million has not been insured since the
summer of 2005. The Ambassador said the insurance company dropped the coverage for
severa reasons including the policy infractions noted in an unannounced visit by
insurance company staff as follows:
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o although the policy stated that no cooking was allowed in the building, cooking
appliances that used alot of energy and could cause an electrical overload had
recently been used.

o afire hazard was discovered. Specifically an unused decorative gas fireplacein
the reception area was turned on allowing small amounts of gas to enter the
building.

o0 although notice to repair decorative trim on the building’ s front fagade (a
hazardous condition) the work was not done in over two years.

= The Embassy’ s bookkeeper was not adequately supervised allowing unusual occurrences.
For example, the bookkeeper received over $19,000 for web site maintenance while he
was aready employed by the Embassy as the “accountant/driver”.

= The Embassy did not have adequate control over purchases. It routinely allowed
employees to purchase items for the Embassy and get reimbursed. Specifically, during
the period reviewed, expenditures of $61,814 were made through reimbursements.
Routinely reimbursing employees for purchases is also hardship on the employeesiif they
are not reimbursed in atimely manner. There is no documentation that shows the items
purchased through reimbursements were approved in advance of the purchase or that the
items were reasonably priced.

0 A contract employee was reimbursed $450 for the purchase of rubber mats for the
Embassy car.

0 Another employee was reimbursed twice within a month for the same computer
repair work.

Possible Cost Savings

During our review we identified several areasin which the FSM could save costs at the
Embassy.

e TheFSM should consider selling the Embassy building and moving into rental space. An
analysis of the potential benefits and costs should be done to make an informed decision.
The benefit cost analysis should consider the following items:

» The Embassy building was purchased in the 1990 for about $1.3 million. Since that
time the value of houses in the DC area has increased and the FSM could make a
profit if the property was sold.

= Currently the Embassy building is not insured thus putting value of this FSM asset at
risk. According to the Ambassador, insuring the building asit currently is (without
doing needed repairs) will cost substantially more than in the past.

= According to the Ambassador, the building needs additional costly renovation work
to obtain insurance as areasonable rate. This work would include such items as
updating the electrical wiring, plumbing pipes and possibly reinforcing the structural
supports for the office space above the garage.

e The FSM should consider housing all the staff in the main building or requiring the legal
consultant to pay for his own office expenses. Currently, alegal consultant under FSM
contract uses the office space above the garage while four FSM employees occupy the 4-
story Embassy building. If the consultant moved into space in the main building, the
Embassy could potentially save $150 to 300 a month for cost of heating and air
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conditioning the "rear” building. Alternatively, the legal consultant could be required to
pay for the office expenses such as office space, electrical bills and phone service that are
currently paid by the Embassy.

The FSM should consider reducing the cleaning schedule for the Embassy. The current
contract for cleaning of the Embassy building costs $1,800 a month. Since the building
houses only afew employees, the cleaning service may not be needed on adaily basis. If
the cleaning schedule were reduced the costs may also be reduced.

The FSM should consider reducing the number of phone linesin the Embassy building.
The Embassy currently has 15 phone lines. We were told that 4 to 6 of the phone lines
are designated for specific purposes (e.g. security alarm, DSL line, Fax line) and are not
available for general phone calls. However, 10 undesignated phone lines for 4 staff seem
excessive.

During the period covered by our review, the Embassy had two bookkeepers. Since neither
bookkeeper is currently employed by the Embassy, the causes of non-compliance cannot be
specifically determined. However, we believe there are two main reasons for lack of
compliance: lack of knowledge regarding procedures or an intent to cover up inappropriate
expenditures. The FSM policies and procedures are written so that compliance ensures that the
expenditures are appropriate. Therefore our recommendations are basically to train staff
regarding the procedures and provide oversight to see work is properly done.

Recommendations

We recommend that DOF& A and the Embassy should:

ensure that FSM laws and regulations are complied with.

review the Embassy’ s operating and accounting manual and ensure that the policies and
procedures are followed or obsolete sections are updated.

discontinue the practice of reimbursing costs of a persona nature such as commuting
costs and Ambassador’ s residential costs, since this practice does not comply with FSM
laws and regulations.

purchase adequate property insurance for the Embassy building, a major asset of the
FSM.

consider allowing the Embassy to use a credit card for purchases to reduce the number
and amount of employee reimbursements. These purchases should be pre-approved
within the Embassy.

We also recommend that:

at least one Embassy staff istrained in documenting and maintaining transaction records
and submitting required monthly reports and supporting documentation.

DOF&A require appropriate reports and documentation before expenditures are
reimbursed to the Embassy.

the Embassy personnel structure ensures separation of financia duties and adequate
oversight of the finances.



Office of the National Public Auditor
I nspection of the FSM Embassy in Washington D.C.
Audit No. 2006-04 and 2006-05

e Embassy’s operating environment is reviewed for possible cost savings such as those we
identified above.

Finding 2 - L oan Records Not Complete
and Funds Commingled

Although the Embassy’ s records regarding the loans are not complete, we were able to piece
together a history of the Embassy’ s line of credit. However, we could not identify expenditures
from the loan because the funds were commingled in the operating account. We found that
DOF&A and the Embassy did not follow FSM laws and regulations related to the loan and
therefore, DOF& A was not aware that the Embassy established aline of credit.

Although the Embassy’ s records regarding the loans are not complete, we were able to piece
together information on the Embassy’ s line of credit asfollows: 1n July 2004, the Embassy
opened an overdraft line of credit for $70,000. Thiswasincreased by $30,000 in August 2004.

In February 2005, the Embassy added another 120,000 to the loan and also repaid $100,000. The
highest outstanding principal amount for the overdraft was $200,000, but balance as of January
2006 was $120,000. In July 2006, FSM Congress appropriated $122,000 to repay the remaining
principal and interest on the loan. Subsequently, the bank reimbursed $1,230 for an

overpayment of the loan.

The loan funds were commingled in the operating account. We traced these |oan depositsinto
the Embassy’ s operating account. We cannot determine what the loan funds were used for
because of the Embassy commingled funds from FSM advances, FSM payroll, imprested
account, and loans.

DOF&A and the Embassy did not follow FSM laws and regulations related to the loan.
Specifically the Financial Management Regulations (FMR) requires that all funds received by
the Embassy should be deposited promptly into an approved operating fund account and the
Secretary of DOF& A should be notified as to the nature and amount of the deposit. While the
Embassy did deposit the loan funds in an operating account, it failed to report the information to
the Secretary. The Accounting Policies and Procedures for Embassies and Liaison Offices
requires the Embassy to maintain a cash journal to record all incoming cash regardless of the
source of funding, and there were no cash journal available for review. The Accounting Policies
and Procedures for Embassies and Liaison Offices also requires that banks send statements
regarding Embassy accounts to DOF&A. Instead the bank sent the statements to the Embassy
building in Washington DC and the Embassy did not forward them to DOF&A. Finaly,
although the Finance Office Procedure requires DOF& A to reconcile bank statements for all
general fund accounts, the Embassy accounts that are part of the general fund were not
reconciled.

ONPA is dtill working on the loan issue. ONPA’s Compliance Investigation Division is
reviewing some aspects of the loan. In addition, we have requested an opinion from the Attorney
General regarding the legality of the loan and have requested loan statements from the banks.
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Due to the change in the staff in the Embassy, the causes of non-compliance cannot be
specifically determined. However, we believe there are two main reasons for lack of
compliance: lack of knowledge regarding procedures or an intent to cover up inappropriate
activities. The current FSM policies and procedures are written so when they are followed
DOF&A isaware of all sources of funds and related obligations. Therefore our
recommendations are basically to train staff regarding the procedures and provide oversight to
see work is properly done.

Recommendations:

We recommend that DOF& A review the Accounting Policies and Procedures for Embassies and
Liaison Offices and update these requirements as needed. Further, the DOF& A should review
the financia requirements with Embassies and Consulates personnel to ensure understanding and
compliance.

Finding 3 — Embassy Renovation Not in
Compliance with FSM and Contract Reguirements

The Embassy’ s contract for major renovation of the Embassy building did not follow FSM laws
and regulations and therefore FSM is not assured that the proper work was done for a reasonable
price. For example, the Embassy did not obtain the required bids, the renovation contract was
not properly reviewed and approved and the Embassy did not comply with the terms and
conditions of the contract. Further, the Embassy overspent by $14,799 on the $200,000 all otted
for the renovation work and the DOF& A has not properly recorded the renovation costs.

FSM regulations require that a Project Control Document (PCD) be compl eted before funds can
be allocated for any public project. The PCD specifiesthe total project budget, funding source,
detail, nature and type of expendituresto be made. In addition, it lists the responsible officials
such as the alottee (Embassy), administrating agency and the Project Inspection Official. The
Allottee certifies that the project will abide by the FSM regulations. The Budget Officer
(Division of Budget) should approve the PCD when heis satisfied that the PCD is complete and
that the project and expenditures described in the PCD are consistent with the line-item of the
applicable laws. Otherwise he should disapprove the PCD and return it to the Allottee with a
statement of his reasons.

The PCD for the renovation of the Embassy describes the work as being done in three phases.
Phase 1 work includes replacing the roof of the Embassy, scraping and painting metal railings
and wooden frames on the front side of Embassy building and sandblasting bricks. Phase 2
includes the same work as phase 1 for the backside of the Embassy building and to resurface the
retaining wall, courtyard, and front steps. Phase 3 isfor renovation work on the inside of the
building, which includes painting, carpentry work, electrical and installation of new carpet on the
four floors. The contract lists the cost as $92,000 for inside work and $75,900 for outside work.
See the Exhibits for some photos of the renovation.

The Embassy renovation did not comply with national laws and regulations.
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Although a PCD isrequired to be completed prior to issuance of allotments, the Embassy
was alotted funds before the PCD was completed. Specifically, the funds were alotted
on June 15, 2005 and the PCD was completed July 20, 2005.

Although contracts for construction projects involving the obligation of $20,000 or more
of Government funds are required to have free and open bidding by sealed bids, the
Embassy did not obtain bids for the project estimated to cost $167,900.

Although all contracts should be reviewed and approved by the Justice Department and
TC&I to ensure that it complied with various laws and regulations, the Embassy did not
obtain these reviews.

A Project Inspection Official must certify all requests for payment on design,
construction, or procurement contracts; however, the PCD form does not list a Project
Inspection Officia as required. Although identifying and obtaining acceptance of a
Project Inspection Official isthe responsibility of the Embassy, the review by the Budget
Officer should have identified the lack of the Project Inspection Official and the PCD
should have been denied.

The terms and conditions of the contract were not complied with as follows:

= The contract stated that work would be completed no later than September 2005;
however, based on contractor invoices, the work continued into January 2006. In
addition, in August 2006 the Ambassador stated that thereis still more work to be
done under the contract. Specifically, work needs to be completed on the roof.

= The contract states that the contractor will be paid according to afee schedule;
however, the schedule is not attached to the contract.

= The contract states that job orders are to be cut for each of the three phases of the
work. However only $83,728 of work had job orders forms attached. Although
the contract required job orders, TC& | requires them for repairs, maintenance and
construction projects that are less than $5,000.

= The contract states that the contractor isto submit an invoice for half of the total
amount under each of the three phases of the work; however, only $96,353 had
invoices attached. In addition the invoices received were not signed and had no
details of materia costs and labor.

According to the Ambassador, the contract was amended to add work outside of the
original scope; however, no amended contract was provided.

The Embassy overspent the budget appropriation for the renovation by $14,799.

Asof July 2006, the Embassy renovation account at the DOF& A reflects a balance of
$128,646, which underreports the cost of the renovation by $86,154. The actual cost for
renovation was $214,799.

Although asset valued at $150,000 or more and having a useful life of more than one year
should be capitalized, the DOF& A has recorded the cost of the renovation as an
expenditure. According to DOF&A officials, the expenditure is capitalized when
closeout document is received from the Project Inspection Official. However, no Project
Inspection Official was designated for this renovation.

10
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ONPA’s Compliance Investigation Division is aso reviewing aspects of the renovation and is
seeking an independent assessment.

Due to the change in the staff in the Embassy, the causes of non-compliance cannot be
specifically determined. However, we believe there are two main reasons for lack of
compliance: lack of knowledge regarding procedures or an intent to cover up inappropriate
activities. The current FSM policies and procedures are written so when they are followed FSM
isensured that contract work at the Embassy was suitable at a reasonable price. Therefore our
recommendations are basically to train staff regarding the procedures and provide oversight to
see work is properly done.

Recommendations:

We recommend that the PCD form be modified to require the budget officer’ s signature
indicating that the form was approved or denied. Although the Division of Budget is required to
review the PCD and determined that it is complete and that the project and expenditures
described in the PCD are consistent with applicable laws, there is no space on the form for his
signature. We believe that requiring a signature would ensure a more meticulous review before
an official would give his approval. This approval should ensure a Project Inspection Official
(TC&I inspectors or independent contractor) was designated to coordinate the design,
construction, and procurement for the project.

In commenting on our draft findings TC& | officials commented that a renovation project done
on the Guam Consulate Office 2 or 3 years ago worked well because DOFA designated TC&I to
coordinate the design, construction, and procurement of the project.

Finding 4 - Passport Handling Pr actices
Not in Compliance with FSM Requirements

The DI&L and the Embassy passport handling practices are not in compliance with FSM
requirements resulting in FSM Passports being inadequately safeguarded. FSM laws and
regulations require that the Embassy assists FSM citizens residing on the U.S. mainland with
renewing or extending their FSM passports by forwarding passport applications and related
material (i.e. expired passports, renewed passport picture, money order, and birth certificate) to
DI&L. Thisauthority does not mention handling (i.e. touching, distributing) valid and specimen
passport booklets, However, we found that the Embassy handled renewed, lost, and specimen?
passports. For example, DI& L has sent renewed passports to the Embassy for distribution to
FSM citizens residing on the U.S. mainland. According to DI&L officials, renewed passports
are sent to the Embassy for distribution when the applications are forwarded from the Embassy.
In addition, the Embassy also received lost passports from the U.S. State Department to be
forwarded to DI& L and specimen passports from the passport printer.

2 Specimen passports are sample passports provided to other governments so they can identify genuine FSM
passports.
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We found that the Embassy could not track the receipt and distribution of the passports they
handled for distribution. For example, although the Embassy said that they logged passportsin
the incoming and outgoing mail logbooks, incoming entries for 441 workdays or 46% of the days
reviewed were missing. Therefore our review of received passportsis limited to those listed in
the available logbooks. Although 22 passports were recorded in the incoming logbooks, we
could only identify 12 passportsin the outgoing logbook. The Embassy personnel could not
explain the lack of entriesin the outgoing logbooks.

Although, on February 6, 2006, the Ambassador issued internal procedures to improve passport
security measures at the Embassy, the procedures are not fully implemented. Specifically, the
passports were not recorded in a separate logbook or stored in a safe as required by the new
procedures.

ONPA’s Compliance Investigation Division is also reviewing the handling of specimen
passports.

Although DI&L admitted that it did not follow FSM regulations when it sent passports to the
Embassy for distribution, no specific reason was given. We believe that current FSM laws and
regulations were written so when they are followed FSM would be ensured that the passports are
being safeguarded. Therefore our recommendations are basically to train staff regarding the
regulations and provide oversight to see work is properly done.

Recommendation:

We recommend that the DI& L discontinue sending all types of passports to the Embassy to
comply with the passport regulations. The DI&L should also ensure that specimen passports are
not sent to the Embassy from the passport printer. An amendment of the passport regulations to
include allowing the embassies and consul ates to distribute passports should only be considered
when the Embassy has in place reasonabl e security precautions such as a proper recording
system, an adequate safe and trained staff with adequate segregated duties.
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Appendix |
Detailed Schedule of the Embassy’s Expenditures
For Fiscal Years2003 To 2005 and the First Three Quarters of Fiscal Year 2006*

Grand
FY 03 FYo4 FYO5 FYO06 Total
Direct Business Bookkeeper/Driver 26,400 | 19,800 8,800 1,100 56,100
Cable TV & Internet 1,168 1,804 1,246 1,767 5,986
Cell Phone 18,020| 17,514| 16,978| 10,420 62,932
Computer Lease 5,594 8,180 5,701 19,475
Delivery Service 3,493 1,341 251 127 5,213
Email & Website Hosting 1,590 1,260 1,050 630 4,530
Legal Services 200,000 | 140,000 230,000| 149,000 719,000
Network Upgrade 6,381 6,381
Office Supplies 5,905 750 949 458 8,061
Phone Service 14,983 6,758 9,220 3,895 34,856
Phone System Leased 3,652 3,029 3,795 1,487 11,963
Photo Copy Machine Lease 5,110 3,880 5,705 3,987 18,682
Postage 600 41 328 969
Postal Meter Equipment Lease 2,591 2,078 3,015 1,346 9,030
Receptionist 15,600 | 13,686 2,520 31,806
Representation Fund 18,628 | 29,416 800 2,879 51,722
Subscriptions 790 854 840 2,485
Travel 84,755| 44,814| 33,455| 33,925 196,950
Website Maintenance 25,696 25,696
Direct Business Total 434,575 | 295,163 | 323,527| 218,570 1,271,834
Indirect Operating  Auto Repairs & Maintenance 129 409 2,549 3,087
Car Rental 1,331 522 1,852
Car Loan 3,266 | 73,303 8,167 84,736
Cleaning Service 23,050 20,325| 23,000 14,400 80,775
Drinking Water 746 748 746 284 2,525
Electricity 5,374 3,836 9,744 5,206 24,161
Heating Gas 4,837 5,011 3,928 3,746 17,521
Limo Service 17,130 705 600 18,435
Pest Control 759 640 2,774 285 4,458
Property Insurance 15,825| 16,800 4,285 36,910
Renovation 158,300 56,500 214,800
Transfer to another account 10,000 35,807| 20,630 66,437
Water & Sewer Service 674 749 366 144 1,933
Indirect Operating Total 68,524 | 61,785| 316,836 | 110,484 557,630
Personnel Housing 98,330 | 84,766| 112,838| 91,520 387,454
Personnel 53,592 | 48,063| 116,099| 96,501 314,254
Storage 3,332 3,084 1,250 7,666
Personnel Total 155,254 | 135,913 | 230,186| 188,021 709,374
Misc Reimburse Total 123951 | 47,012| 61,972| 30,566 263,500
Unknown Total 450,495 8,959| 56,284| 14,917 530,655
Grand Total 1,232,799 | 548,831 | 988,805| 562,557 | 3,332,992

* The expenditures in this table includes funds advanced from FSM, loans, and transfer among Embassy accounts.
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Appendix I1

Schedule of the Number of Expenditures by
Type of Documentation by Fiscal Year
FYo3 FY04 FYO05 FYO06 Grand Total

Minimal Information

Check register 559 275 84 9 927
Check stub 1 23 105 129
Check copy 142 24 30 2 198
Bank statement 210 1 10 6 227
Total 911 301 147 122 1,481
Additional Information
Travel doc 2 8 5 15
Purchase order 2 2
FSM Nat Gov't stub 33 22 51 32 138
Invoice/ Letter 6 39 123 100 268
Misc pay request 2 37 77 14 130
Receipts 20 13 18 18 69
Total 63 113 277 169 622
Grand Total 974 414 424 291 2,103

Note: Expenditures are listed next to the best type of documentation available. For
example if an expenditure has a receipt and a check stub, the expenditure would be
listed next to receipt and not check stub.
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Appendix I11
Response from the Chief, DI& L

FSM IMMIGRATION & LABOR
Department of Justice

[0, Box PS- |57, Pabiicr, Pohnped FM 96441 Phone: (690) 32038800605 Fax: (691) 3201250 Esnid: Imibqgimned] fm Mecieiiinail

September 25, 2006

MEMORANDUM
TO: FSM Public Auditor
FROM: Chief of Immigration & Labor

SUBJECT: Comments on Routine Passport Handling

Thank you for the opportunity extended to us to comment on the routine passport
handling at our FSM Embassy in Washington D.C.

1 must agree with you that we do not have in place policy procedures that specifically
address approved and issued passports that subsequently are transmitted to our oversea
offices for dissemination to our FSM citizens living abroad. While the assistance
rendered had proven to be worthwhile, it is incumbent upon us to institute the necessary
regulatory guidelines that would assist us in the proper handling of these documents, as
noted.

The Department of Foreign Affairs is in a better position to provide the proper
administrative protocol in the management of their respective oversea offices, especially
the assistance extended to our citizens when applying for FSM passport. The oversea
offices are the only means of access we have in reaching our citizens, except for those
that we have direct contact with, which also has its own disadvantages.

We are at a critical stage now in upgrading our passports to MRP ICAO International
Standard and we must put in place the appropriate tools to ensure security and
accountability of our passports. The internal procedures issued on 2/6/2006 stated in your
letter, although I have not seen it, is a positive move forward to provide the required
security issues and I am confident that it can be improved.

1 would recommend that we establish a similar passport control logging system at all our
oversea offices similar to what we have at the home office.

Thank you and please let me know if we can be of assi |
~ stance
. A .:::.. o =

it 1er A g1
Chief of Immigration & Labor
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Appendix IV
Response from the Acting Secretary, TC& |

Federated States of Micronesia
Department of Transportation, Communication & Infrastreciure
Palibr, Pohrpe: State FM - 90841

Tk F5M Public Auditar
FROM: Acting Secretary
SUBJECT:  Your Inspection Report of the FSM Embasgy in Washington DC

Thank you for giving us the opportunity fo review and make comments on the subject
report, Alkbough there were several findings i the repon, we can only commend on the
renowalion project of the embasgy building,

I. The deparimeni is fally wware thad il is its responsibility 1o assist ihe other
departments, offices and agencies including embassies of the Nationsl
Government in Enplementing construction contrects/projects under thoss
departmentsfoffices when requested. We werne not aware of the project or the

appropriathon becanss we wene Bl infisrmed.

2. The Division of [nfrasirocture cowld have assisied ihe embaszsy in preparing the
contract documents and imspection of the project which could have swved some
momey. As mentiened = he repor, the department sdminsstered the contract for
the Consulate General's residence in Guam and it worked ot well. One person
was asvigned to the project and the travel expendilises wese nol mone Than
£10,000.00. Perbaps, i this case the DC Embassy could have hired & bocal
engineer ([’ resident) on & pari-time basis bo monilor the praject bo minsniee the
cost a8 opposed to TC & [ doing the inspection,

The depariment sands ready 1o assist the Washmgion DT Embassy and ather FSM
embassics and offices overseas in implementing any type of renovation work to their
offices andfor staff residences abroad.

Tel. Mo, (691) X0-28652381/5820 Fax Mo (691) 320-5853 E-mail: Transad@ mail tm
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Appendix V
Response from the Secretary, DOF& A

GOVERNMENT OF THE
FEDERATED STATES OF MICRONESIA

Department of Finance and Administration
PO, Box PS 158
Palikir, Pohnpei FM 9694 |
Tel: (691 320-2640  Fax: (69]) 320-2381)

S:crc:m'}';fﬁnnncr E-mail: fsmsofz@mail. fm

Administration

October 6, 2006

Mr. Haser H. Hainrick ﬁ},cﬂﬂﬂ

Public Auditor
F5M Mational Governmend
Palikir, Pohnpei State, FM 96941

Dear Mr. Hainrick:

We appreciate very much the opportunity given to us to review and comment on the draft
Inspection Report concerning the FSM Embassy in Washington, D. C. financial related
activities. In summary, we agree with the findings and recommendations cited in the
Report.

The Department of Finance and Administration is taking appropriate measures to ensure
that public funds appropriated for the operations and programs of all our missions abroad
are disbursed in accordance with the provisions of relevant laws and regulations of the
FSM Mational Government. We also plan to increase monitoring by periodic on-site visit
to our missions abroad to ensure financial compliance.

Again, thank you for the opportunity to review and comment on the Report

Sincerely,

-

/]

Mick L. Andon
Secretary
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Appendix VI
Response from the Deputy Secretary, DOFA
DeraRTMENT OF FOREIGN AFFAms
f - 'i #—m.
1{‘? FEDERATED STATES OF MICRONESIA

Palikir, Pohnpel FM 96541
Telephane: (B#1) 320-204172613  Fox: (891) 320-293%

17 Ociber 2006

The Homorable Haser Hainrick
Maoasl Public Avditor
Office of the National Pobille Andivos
FEb Matiomal Government

Palikir, Pohnpel FM 96941

Dess M i 42

We sincersly apprecixs the opportenity so kindly exiended &0 us o provide comments
oo the draft Audit Report. The sudic provides a wsefisl hasis wpon which o formulae measares
aimed &l improving the fnancisl mansgement and operstion of the F5M Embassy s
Washimgion DC.

While noting the Report’s cavest in some instances about the imsufficiency if na
ahience of documentation wpon which o make conclusive dessrmisation of it findings, @ icself
a serns deficiency, it 18 not our insenthon o oblilemw e overall message of the Repon tha
corective measures is the order of business of the day. Thus, the wsk of formalsnng and
implementing cormcrive Measures muss be undertaken - immediascly, comprehensively, firmly,
and steadily. While the Department of Foreign Affairs and the Embassy in particalar will do
keir part in the rehabilitative process, we also acknowdedge the critical rples that various
deparimenis and offices of the MNational Government can - and should — play in this emleavor
Far thit tazl: 1o smoceed, it = imperative that we alf work together in a collabocative Spirif and
with collective resolve

1If our responses 0 the findings are wanting, it is becasse (e thrast of oar effors 15 om
seeking comcrete and measurable improvement. Guided by (his priority, we are pleased o
mepori that we have made an early headsiar in the rebabiliotive process. [n particular, these
measares have siresdy micen place;

1} A of this writing, resaling from the coordinaied efforts berwesn the
Departnents of Foreign Affmirs and of Finasce & Adminkseration, as well a8 the Embassy
mwelf, an official of the Depantment of Finance and Admunistration o alresdy om sieg in
Washinguon and will remain for about one mooth oo wein Embassy staff in the rebovant laws,
fnancial regalations, amd procedures. Pam of her assignment Is also o follow-tbrough oo the
recommendations of the Audin Repart with a view o Enplementing them whers necessary and
appropriate;

i) We've met with officials of the HSBC Bank, where the Embaiey doe i
banking, (o ehsare proper salogeands of e government sccounts masmained s the HSBC Bank
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by the Embasay, We'v e aleo discussed with the Pinance representative not only intermal
controls but also improvement in reporting features of expenditures;

33 While it & unreasomable o expect immediate wholesale improvement m the
management and operation of the Embassy with its corrent one-man staff, every effort is being
made by the Department of Forcign Affairs and Department of Finnce &
Administration/Personnel Division w expedite the hiring of the regular staff of the Mission so
that, with them on board, the rehabilitative msk can be pursued beadlong with greater force and
impact.

4) Concurring completely with the Audit Report about the grave sinsason of the
Embassy not being insured, we have removed the materials from the Embassy premises that
increased the risics of huzard and fire, hence the mate of insurance premium, and bave begun
seeking advice and consulting with nsurance agenis 0 compante inSUCARCE rates and services,
We will engage the services of a professional asscssor 1o determine the valas of the building
after the renovation work, Whatever the case is, the property must be insured at the carliest

oppOTTLILy

Maintaining an effective inrernal managernent system for the Embassy is - must
necessarily be — &0 ongoing task. We therefore applaud the recommendation by the Auwdit
Report for a follow-up on the audit in the mext six w nine months, More than just applauding,
we strongly urge that & more periodic review of our financial manapement be institutionalized,
a5 we believe this is critical wo the nead for improvement.

While we are prepared o do all that we can do to improve the financial management of
the Embassy, we beg w make the following observations and clarifications:

il

It is true that the FSM has been mainmining sn office in Washington since the creation
of the constitutional government in 1979." However, ten years later in 1989, what was then
known as the “FSM Representative Office™ was elevated to the status of a full-fledged “FSM
Embassy. ™ This was when the FSM and U5, desiring 1o conduct their relations in accordance
with the Vienna Convention on Diplomatic Relations of 1963 (VCDR), agreed 0 amend
relevant provision of the Compect,

The clarification is made here for more than just a penchant for historic accuracy. It is
neccssary to correct the omission of the VCDR as a source of authority for the Embassy or the
basis for its conduct. The omission results in the failore 1o shed light on the reality of the
unique environment within which our overseas missions operae and the reality of the constant
tug-of-war in which they struggle 0 maintain an appropriate zone of balance befween the
requirements of our domestic laws and regulations on the one hand and, on the other, the norms
and standards of the diplomatic community - in cases where the two are not in neat fit.  Truoe,
oiar allegiance muast be to our own mational laws and regulations.

! While the office could technically be traced to the Linison Office during the Trust
Territary, tracing its historic evelubon is not neceasary for the presenl purpose.  lis
subsequent elevation of status as a ful-fiedge Embassy, however, is important in
appreciating, among other things, the authorities or the narms or standards to which it
is expected to conform,
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At the same bme, lest we have forgofien, our pelibon for and acceplance of
membership m he ntermational commumndty and, in as parbcular case our eccession o the
VDR, conveys the consent of the FEM Governmeni o abide by the “rubes of the game" aof
the diplomatic community as well - anless we decide to exit from it or st oo the periphery. In
pcceding o te VODE, & it p then safe w say thar the Viemna Copvention has been
incorporatsd iolo our begel system and bacomse part and pareel of oar “supt eme law of the
fand™ and & basis for the conduct of the Mation’s dipbomacy? As such, would it oot be safe
further say thai cur complylng with the serms snd condidons of the VCDR would be our
complying with dommestlc laws asd regulanoas? Do we have no oblipatdon o conform sl [sast
to the minimusm noms amd practces of the diplomatic ¢ orarmmniry?

It is important w2 highlight the “imematnion al character™ of fhe overseas mismdons and
use nstnaments by which they are 1o be povermed, Unlike most domestic based offices, the
oveETsEas Mdsaions exis and operate in & diplomate milisu I8 which they have o work and make
decisions (hat would alimost inevitably seek 1o socommodate both domestic and exierral facirs,
A5 intermediaries befwesn their own sending government and their host govermments, they
consantly sinaggie wo maimain & balance - gnd their success depends on soriking a comforiable
balamce beracen domestle requiremens and cemaln “reles of the moad® of the diplomatic
communly which, throogh the soverelgn act of sccesmon, we have also adopted to e our own,

The above paragraph is 4 summarized restatement of dwe classic dilemms of diplomats
and diplomastic missions o the conduct and opemation of their offices. We belleve it
appropriate for the Andit Report to at least make noie of it.

2 Embassy Resporsitabtieg snd Mission Statcmenl
The Audit Report makes note of the responsibilities of the Embasgy. Oee of tbem & 1o

“repr esent the FEM Government before (he US Congress, departments and agencies of te US
Federal Govermment, other organirations, public and private ...~ The issue bere relawss w che
responaibility of the Embassy where private orpanizsiions, partcularly comemercial enterprases,
wre comcerned. W belleve this is the Embassy’s anmually recycled “mission statement™ in i
Trsdget propodals.

While there 5 a6 IBcreasog call or expeceation on the govermment to assisi o the
devetopment of ihe private ssctor (e, one of the six agresd-upon fanding sciors of the
Amended Compact), ome of the concerns here is thar this is gssentially & vacunus smiement of
ideal a5 far w the Embassy in Do is concerned. Lackmg supporl both mawrial and properly
trained human rescurces over the years, the Embassy los never been i 2 positon 10 undertake
this task in a sigrificant way.

Furthermare, the mission stasement meeds o be thoroughly examined, or the Embassy
will rum the risk of engagmg in commercial activities  The present formulaton of the mission
masement should nod be taken lightly, =5 @ could nadvertently drag the Embassy imo murky
epal faesgs, nebading ltabiliy. But most mporsnaly, it raises expectations that we ase not in &
position o meet.

3 Handling of Passports
Ia its discussion of the need for meemal measures to safeguard the suance, renewal,
and passports, U Repor keeps referring o the * passpart handling process™. [n particular, o
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o hamdle passports.

Firs of all, the \erm handling or handle doss very litle 1o clarify what i is that the
overseas missions are prohibited from doing. In the context in which the term is enployed in
the Report, kardling or handle could mean anything - from making the passport epplication
forms readdily available m our chkesns residing sbroad; norizing the appleatons (an aathary
thai has been delegamed o several saff of our overseas offices) even if they are w0 be sem by the
applicants themselves; forwarding passports 1o our citizens; refring expired, dessroyed or losi
passpons (o the Passport Office; assisting in informing the diplomatic commenity trough
dipbomatic circulars about bost, saolen, or revoled passports, which is a sandard diplomatic
fanction; etc, In short. haemdling is an afl-incfusive term dhar creasss ambiguity where precision
in the delinestion of responsibilitses w clearly prefesabls,

Sepond, w the best of our knowledpe, te ssaance and renswal of passpors |8 & normal
consular functon of cmbasses and consulabes bul it i one that apparently has not fousd he
fimess for resalulion o our system.  We recommend (bat the relevant baws and regulations be
reviewed with a view o updating thern where pecessary. In many couniries with which we are
familiar, including the US, passports are issued or remewed by foreign ministries or
deparmments of foreign affairs, while the sqgbroemenr aspecs of the immigration laws and
pasapon regulalions i delegated 1o the legel suthorites, such as minisories of justce or
departments of bametand security.

The third poine thar we would ke w underscore heres is the ratipnale for the common
pracisce, a8 we andersand it w0 vest the authority (B forelge minkstres or deparmments 6o ismee
and fensw passpacis. Passports are documests that are meant primarily for use sultide ope's
country and come imo play when citirzens travel abroad, In ofher words, when an FSM
pazsport is wsed beyond our national borders, is reatment or regues] for recOERIGON DeDMES §
Mﬂﬂnm“n#ﬁﬂﬂ”ﬂm-m:m:mmw
Department of Forelgn Affairs, through s sacllice offices, to be engaged on behalf of our
citizens,

Insofar as i1 i & reguest for sdmisshon or recognition of admissibility mie & counTy, &
passport is like & diplomatic nole - and the regoest for the admission of the citizens of the FEM
inlo other countries i pan of the fanctos of tve Deparument of Poreign Affairs as the
mouibpiece of the government o foreign povernments,  To exclude the embasiies and
conzalaies from the so-called passport handling procsss would be tantamgunt o 8 tharough
override of ooe of the fundamental consular functions of the Dieparoment of Foreign Affairs.

In recognition of the consular role of the Department of Forelgn Affairs and i
oversead missions, e recall that the suhoriny was extended o (e Embaigy w0 relew passpons
for & period of Dot W excesd six (8} months, We were subssquenty advised by the DI&L. chat
this authoricy was recently overridden when the law lengthening the duration of the passpons
from five (5) 1w ten {10) years went into effect. In our view, the delegation of dis suthonty w©
extend the validity of a passpori, albeit in & lemded manner, &5 an scknowledgmen of e
shated funcrion and responsibility between the Diepartment of Justice and the Departmem of
Foreign Alfairs in this very impormnt field of governments] awthority .
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The founh and final point that should be made on this subject is thar laws and
reguladons must be established to cater o the real peeds of the living rather than to serve
merely a3 decorative pieces or mussum displays.  Accardingly, discussions relating to the
functions of the overseas offices in the so-called passpor handling proceds must mke into full
consideration the unabated out-migration mends of our citdzens especlally w the US and js
territories and postession, and the increasingly enforced sdherence to the requirement for the
F5M cilzens o posscss a passport as a8 condition col only to enter the US bui alwo so scck
employment,

The overwhelming majoriry of the consalar nseds of our citizens that bring them ino
contact with the Emvbassy i Washington relates. in one form or another, to problems of
passpart - i.e., for purpose of trave! or © procuse & viss 1o wavel o other countraes besides the
US, secure employmens; obtain drivers licenses or an sddivional source of bdenrification;
eslablish residence or eligibility for certain benefits; etc.  COwmr overssas missions are expected
i be pro-sciive fn assisting our citizens. In the fcs place, the DM Embassy in particular is
presentdy undermanned 1o effectively cater to the consular needs, in many different forms, of
our citizens tn & tmely fashion. Bur what useful consular service would our diplomatic and
consular officers provide 1o our citizens if, an wop of the problem of staff shortage, their bands
are tied tighily behind their backs by potendally ourmoded legal sericfures?

In saying this, we do nod imEnd o downplay he critical importance of promulgating
effective safeguand measurss. Such safeguands should be formulated and pur v place. In this
regard, we are pleased o bear the DI&L noting that steps have already bosn mken to upgrads
the security features of our passpors o comply with ICAQ intermational standards, The
vpgrade should help deser or minkmize the misase of our passporis.

Just &5 imporiant, we ane nof ohlivious to the recent discovery about the misuse of our
PAISpOTES Of passpon specimen which should high-beam the peed for greater internal ssfeguard
and security controds.  Mimdfil that this maner is sill under investigatson, we can only express
ouer sincere hope that this incidence, grave though it &5, will not be a basis for a thomoughgoing
divesture of the consular responsibilitles of the Embassy in the passport handiing process, as
this will undoubtedly be a disservice w our citizens. While we do recognize the need o
improve and strengthen our imternal safeguard messures, we should alyo make sure thar our
citizens who may stand in need of asistence do ol madvertently becarme die victims in the
process. In dris spisic, we smnd ready to cooperate with the Department of Justice and DI &L w
formulate such safery precaations and w0 undertake relevant raining that may be provided.

In short, we acknowledge the exisnng kaws and regulatbons relaung o the [ssuance and
fepewal of passports,  But we feel. as does the Aodit Report, that there is now a need (o review
the exisling system and o determine whether the carmy-over from the Trust Territory days -
when there was not a Departmen of Foreign Affairs and when all authorities relating w the
iswance of paspors and e enfoccement of the immigraton laws and passport fegulatbons
were delegated fo the Trust Territory Atomey Genersl's Office.  (MNow dthat even during the
TTP, the renewal or revecation of a Trost Terrimory passport by the High Commissioner or
his‘her designes was sull subject to the approval of the U5 Deparment of Staee),

FPrudest Business Practices
A We compliment the Beport for calling amenton o the problem of delinguency
if the payment of bills. While thers are many faciors and sources coniributing to this matier,
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the Embassy mus nol shriek it mesponsibility for this problem which it will do its uimost in
preventng s recarmence.

But wo would like to seize the opporfunity to highlighs the point thad the poiencial

of this geave mamer goes Tar beyond the relatonship beraeen the Ermbasay and the

individaal vendors. Track record of not paying bills oo Gme comtributes 8o a far larger “im age

problem™ hat in the long-ren could raase comdermd for the BoSi COUNIMiES of QUi DYETACRE

rmissions, incloding our dooor countries end organizations. Preemptmg the stigma of tnesncy m

the payment of kegitimate obligrions calls for the cooperatson of all - from these msked o

wrile checks and send oud hills to those charged with release ar wire-transferring of funds &0
those responaibis for dessrmining e appropriste kevel of budgen allocsrion,

[1]] We folly supporn the recommendadon of the Audi Heport o smengthen the
Embwisy’s  imernal controls in making purchases for the Embassy - ie., w0 oblain priar
approval and 1o provide sdequate supportisg documents for the expendimre of funds. Equlflu
we applasd the Reporl in its effort to relieve the staff of the barden of asing their slaries 60
make parchases especially when remburssments are not made (s 8 tmely masner. This should
abss prevest the potestial problem. a5 abo Sibed in e Repon, of pressaung requests [or
ey rsnment more an once,

C) If # can be brought so light i here, i 15 regretinble that the Audii Report
averlook 0 ool the corsequences OF impacy of the prectice of heving the Embasry paying for
the repatriation costs of human remains oo the FSM without being filly reimbursed or nod being
reimbrursed ar all. We are pleasad tha this practice hes ceased i the last rwo of thres vears, bt
wop believed i befl o great mmpact om the management of B¢ Embeasy’s financial resours o,

¥ It would also heve been spprecisted if e sudit looked e the problem of
haalth insurance coverage for Embassy staff snd excessive delays in getting reimburssd. There
i e perenaisl problem that the F3M health inssrencs is not rocognized amywhere on e US
madnfasd, making the FSM insurance virmally ussless for the Embassy smff amd cheir
dependen - wnless one e cxpendable moome of 1088 of cash Axshed away Myl cin be used m
pay for medical services wpifromt.

This is @ serious problem that has been overlooked by the Government. Embassy sl
pay Beir premivm on tme through sotomatic dedocnons from their payroll. They ane assegsed
kN addiional fee fog mon-residents, In fight of e noo-recognision of the FRM insurance on te
S mainland and the excessive lomg delay for staff 8o be reimbursed from Pohopei, in what
ways can the Govemmen: come 0 the rescue of iy owa respomsibility. The F5M Govermmen
should also defiver on s responsibilities snd obligatons.

Pomgible Cos Savings
A) While we shall leave &t to the FSM |esdership o decide the wisdom of the
recommmendation o sell the Embaksy and 50 move inlo remal spece, we beg leave oo offer some
thowghts for all o ponder over:
i Unliice mow fhat the Embassy building is an investiment, the FEM Government will

bave Bo tile over the rental property. The reminl fumds willl be meney fashed down te drain
writhout oamership;
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if} Wih 13 recommendation o rent, the Report opaquely renders a decision as o the
level snd direcrion of the F5M Government's relations with the US Govenmest @@ the
faresseable fahine by vagabonding in remed. poesibly smaller spaces;

i Thﬁ:hhﬂﬂh*hemlﬂem'mhnrm%h'i:m.milﬂm!
desision. We cannot locase our office wherever we please o place it We mass first obesin the
permission of the host siate and the applicadon proces b cumbersome

i¥) Renting hid many potential problems, as we have alresdy learmsd from the recemt
experience of one of cur siser missions whes encuph fusding Wil not made availshle snd lease
paymenl wid oot pasd.  Forfonafely the impending eviction was averisd at the last minom.
Withowt 5 permanent home, our Embassy m [C would alto mm the inhecesd problems of
moving Eround = Le., disruption in the operation of g Embissy, financial ooss of relacstion
W_m,mﬂm:ﬂmmmmmm:ﬂmyﬂmmmjwl
nuisancs by oarseives amd ouir cilitenns bl abso io the couniries with wirich we deal, including
porhaps the bost coantry itself, and finally

¥} The Report provides no basis of the assurance that renting in the lang-ran will be
Mm.cmmﬂwmwwmnuuﬂu:dmh
presence in the US and resd & smaller room ouwtside the designated zones for embassies = which
will b a differenr mamer alispether

B The Report's propossd relocation of the Legal Comnsal fo the main buoilding
from the carriage hoose a3 apother possible cost-cumling meassrs could, using e higher s
eslimaims of the Espori, result in o savings of spproximately 53,600 per ammum for the FSM
Govermment. This mamer is andsr active discussion.

But az leam for the purpose of hisorke sccurscy, |6t it be pointed cut than e kiea of
melocming the Legal Counss] on i the premisss of the Embhassy was conveyed in the form of
the decision of rwe Secrewaries of Forelgn AfMairs. In their judgment, i was in the best mierest
of the F5M Government © have full sccce o he Legal Coursel and o hive him preses? on
site especially during the renegotiation of the Compact o have his foll anention and access.
We belicve there s stlll valse 1o Usat acoess, Gking ime consideration that the Legal Counsel
helps out in other usefil funcrices of the Embassy noc necesserily directly related w0 his
Compacs nespossibilites.

'ﬁn:ﬂ'ﬂ..prh“mwwmml.uhh:lm. Thas,
umless there are no other factors o be consldereyd, e question i& whether the aavings of $3.600
bay grester value than the F5M Govermment's feed for full access and ears of the Legal
Coaansed.

) We also ke mote of the Repon's othef cowl-maving secommendation relating
W the reduiion of clemning services of the Embassy for lesser pay. [In these hard Gmes of
reduced povermment meaiunted, seleriy dhodld be s medus  operends Yer, this
recommendation seems to “icase™ the Report's other observatan about the increased value of
the Embassy boilding afier e repovation work snd e need o safeganmd o1 with propemy
insurancs coverage and. by implication, o maintain Hs upkeep end physical appeamnue at a
sarisfacoory leved,
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The wpiestp of our embassy after some renevation work om i has just been doee s no
small matier, Asd chanks oo e Audin Report Tor inviting ettention to the issue, we would like
o take che matter further where the Reponi ki it off. For tsose of us who wimessed firsi-
hand, Ilferadly speaking, the establishmemt of 3 rodeni colomy on the Embassy premises,
spparently encouraged by caseless disposal of food waste and other garbage from nearty
reMburanls amd tuildings, the oood for rigoroas or consiami uphkeep of the Embassy @5 am
ahsolire necessiny.

AL besst on Pwo obCasions as a resalf of the rodent problem, the local health aushoritizs
and mlarmed neighbors came o the Embassy W inquird about the fmatter, Bosides the
embamassment that the sitvation creaped, we also faced the riks of having the Embasyy
teclared by the sathorities as an unsanitary building. Accordmgly, we wrge that the necarrence
of this serbpus problem should po be allowed after the Embassy building has just goiten & new
Eace-lift. This kind of problem can also coneribae copvenienify o ancther form of “imag e
probiem® in this city where diplomatic missions are kept dédy, prom and proper.

Sot aside for the time being the disappolndng ressli of the renovation work of the
Ermbasay amd e masher @ which the renceation money was managed or spent which have
understandably sngered & good maay of us, The f&0 cemains that: @) some significant ameuns
aof mosey bas been spent om the bmilding, and we should ool make the sinasthon worss by
reducing the cleaning services and maictenance of the Embassy; i} the Embassy is a pahlc
faciliny that sbould bear semblance of nesiness &nd digairy, asd &), e Chancery is pert aff our

nl:mh'.r'- soil in the beart of Washingon D5 and cheredore @ ghowcase for te FEM 1o all i
ViRInars,

In short, the Embassy building showld be sdequeely maintained, both inserior amd
exteripg, The building thal stasds on 1725 N Soeet WW is not juss 8 bouse, |8 15 & soll of dee
FSML. It should be kept and msintsined in o digaified menmer g0 that we all can be prousd 1o sy
AL b o o

In concheding car response, we hope that the comments and observations hat we malke
will contribute meaningfully io the effors simed o improving ihe management and operation of
the Embassy i Washingtom. Thank you again for te opporteniny o commmesn.

25



Office of the National Public Auditor
I nspection of the FSM Embassy in Washington D.C.
Audit No. 2006-04 and 2006-05

Appendix VII
Auditor’s Response to DOFA’s Comments

Note 1: Page 3 of the comments suggests we incorrectly included the responsibility of the
Embassy toward private organizations from a mission statement in the budget proposal. Note
that the responsibilities of the Embassy provided in the report are statutory requirements
established through FSM Public Law 2-4, as amended.

Note 2: Page 4 of the comments suggests that our term of “handling” passportsis not clear. We
changed the sentence in the final report to highlight the information originally located in the
footnote which deals with authority the Embassy has with the FSM passports. Specifically, the
Embassy assists FSM citizens residing on the U.S. mainland with renewing or extending their
FSM passports by forwarding passport applications and related material (i.e. expired passports,
renewed passport picture, money order, and birth certificate) to DI&L. Thisauthority does not
mention handling (i.e. touching, distributing) the actual passport booklets. If the FSM
government decides to amend current regulations to alow the Embassy to receive renewed, lost
and specimen passports, DOFA and the Embassy needs to establish adequate controls over
passports. Without adequate controls the passports are not safeguarded against fraud, waste and
abuse.

Note 3: Contrary to the comments on page 6, ONPA did not recommend selling the embassy
building. We recommended that an analysis of the benefits and cost of maintaining the embassy
in the current building be performed. We agree with DOFA that intangible aspect of keeping the
embassy building should be included in the benefit cost analysis. We recommended this analysis
to identify thereal cost of maintaining the Embassy building. For example, although some
interior cosmetic work, primarily painting and carpeting, has been done on the building, the
Ambassador stated that more work needs to be done. The work needed, upgrading the electrical
wiring and plumbing, is expensive especially in abuilding over a hundred years old. We believe
that the FSM government should have full information to make a decision and be aware of the
real cost of maintaining a 100 year old building as the Embassy.

Note 4: The comments on page 7 acknowledge that there are active discussions underway to
consider moving the legal counsel into the main building. However, contrary to comments made
in the third paragraph of the section, we believe moving the legal counsel into the main building
with the Embassy staff could actually improve “access.”

Note 5: We agree with the statement on page 8 of the comments that the embassy building
should be adequately maintained, both interior and exterior. The goal of our suggestion was to
reduce the cost of the cleaning services. While we don’t have the prices of other cleaning
services for comparison, spending about $90 a day ($1,800 a month divided by 20 working days)
seems excessive to clean after 4 people worked in the building.
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Description Exhibit | —Front, Main Building

Exhibit 1-- View of the Embassy’s front _ Exhibit 1
facade.

During renovation, the decorative blocks
on the windows and under the eaves
were repaired and repainted. The red
bricks were sandblasted.

Exhibit 2-- View of the Embassy’s front
facade.

During renovation, the light fixture was
installed, and the red bricks were
sandblasted. The security bars were
installed before the renovation.

Exhibit 3-- View of the Embassy’s front
walkway.

During renovation, the previous
walkway was replaced with datetiles.

Exhibit 4-- View of the Embassy’s front
steps.

During renovation, the red bricks were
also added to enclose the small front
lawn area.
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Description Exhibit Il —First Floor, Main Building
Exhibit 5

Exhibit 5-- View of thefirst floor
reception area.

According to Embassy officials
the loss of the property insurance
resulted in part from the property
insurers citing a gas leakage from
the fireplace during one of their
spot checks.

Exhibit 6

Exhibit 6-- View of the first floor
hallway.

Although painted about 2 months
ago during the renovation, the
wall shows stains have devel oped
from leaking pipes to the water
heater in the closet behind the
door.
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Description Exhibit |1l —Fourth Floor, Main Building
Exhibit 7

Exhibit 7-- View of the fourth floor
bathroom door.

During the renovation, the bathroom was
painted but the doorknob was not
adequately replaced. An employee was
accidentally locked in the bathroom and
used his cell phoneto call the secretary to
get out.

Exhibit 8

Exhibit 8-- View of the fourth floor ceiling
in Deputy Chief of Mission’s office.

During the renovation, the office was
painted, but areas of the ceiling appear to
have only the primer paint applied.
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Description Exhibit 1V — Rooftop, Main Building
Exhibit 9

Exhibit 9-- View of the air conditioner on the
roof.

During the renovation, the roof had new roof
paper and tar applied.

Exhibit 10-- View of the air conditioner on
the roof.

During the renovation, a water drainage pipe
connected to the centralized air conditioner
was not connected to the gutter. Instead, the
pipe scattered water throughout the roof.

Exhibit 11-- View of the second air
conditioner on shed roof in courtyard.

Note: that the electrical wiring and
panel box are corroding.
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Description Exhibit V — Courtyard
Exhibit 12

Exhibit 12-- View of courtyard from
the third story fire escape.

During renovation, the courtyard was
paved with date tiles. Note the puddle
of water in the center that indicates that
the drainage is clogged.

Exhibit 13-- View of stepsleading to
the basement entrance from the
courtyard.

Note the moss-covered steps. During
our fieldwork, this area of the courtyard
did not dry out.

Exhibit 14
Exhibit 14-- View of stepsleading to
the basement entrance from the
courtyard.

Gutter from the roof of the main
building is drained outside the back
entrance of the basement.
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Description

Exhibit 15-- View of column in the garage
that supports the offices above.

Note that the support beam has temporary
reinforcements, which may need to be
replaced.

Exhibit 16 & 17-- View of the back wall of
the garage.

Note the cracks in the cinder blocks.
Exhibit 17 is a close-up of this area.

Exhibit 18 -- View of the main office space
above the garage.

Thisisthe office space used by the legal
consultant.
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NATIONAL PUBLIC AUDITOR’'SCOMMENTS

We wish to thank the staff at the Embassy, DOFA, DOF&A, DI&L and TC&I for their assistance and
cooperation during the review.

The ONPA will perform afollow-up review within the next 6-9 months to ensure that the Embassy has
taken corrective measures to address all findings and recommendations provided in this report.

In conformity with general practice, we presented our draft findings to officials from DOFA, DOF&A,
DI&L and TC&I. They generally agreed with our findings and provided written comments, which are
attached.

In addition to providing copies of this report to the President and Members of the FSM Congress, we also
sent copies of this report to the Secretary of the DOFA, DOF& A, TC& | and Department of Justice. We will
make copies available to other interested parties upon request.

If you or your staff have any questions regarding this report, please contact me at 691-320-2862/2863 or

hhai nrick@fsmpublicauditor.fm. Contact points for our Office may be found on the last page of this report.
The ONPA staff who made major contributions to this report are listed on the last page.

P
P

Haser H. Hainrick
National Public Auditor

October 20, 2006
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ONPA CONTACT Haser H. Hainrick, National Public Auditor
Phone: (691) 320-2862/2863
Email: hhainrick@fsmpublicauditor.fm

ACKNOWLEGEMENTS In addition to the contact named above, the following staff made key
contributions to this report:

Ann Walker, Audit Supervisor

Y olanda L eben, Auditor-In-Charge — Loan and Renovation
Michael Henry, Auditor-In-Charge — Transactions and Passports
Keller Phillip, Staff Auditor — Passports

JulinidaWeital, Staff Auditor — Transactions, Loan and Renovation
Aisi Mori, Staff Auditor — Transactions, Loan and Renovation

ONPA’sMission To enhance governance, accountability, and performancein
the public sector through the delivery of independent
assurance and investigative services.

Obtaining Copies of ONPA The fastest and easiest way to obtain copies of ONPA
Audit Reports documents at no cost is through the ONPA Web site at
http://www.fsmpublicauditor.frm/.

Order By Mail or Phone Office of the National Public Auditor
P.O. Box PS-05
Palikir, Pohnpel FM 96941

To order by Phone: (691) 320-2862/2863

Hotline Website: http://www.fsmpublicauditor.fm
Hotline: (691) 320-6768
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